nNExtreme | P--Back

By Lawrence Baldwin & Jaeson Schultz




| ' ve been attackede

The reality is that few attacks are launched directly from an
attacker's system since they know they would be easily
- caught using standard backtracing methods.

The Internet is chock full

of iInsecure systems which
are easily (read already)
compromised, providing a
means for attackers to

perform untraceable
Indirect  attacks.




The only profound way to improve
overall Internet security Is to:

A Reduce the total number of
compromised hosts

A Minimize the amount of time that
any system remains in a
compromised state




In order to protect ourselves, we need
to ensure that others are protected.

Every time your firewall or intrusion detection system logs
an event, don't assume the source Is the actual attacker.

Think of it as a cry for help from a likely victim whose
system has been compromised and is just being controlled by
an attacker.

When we discover that someone

IS obviously exposed, we should

let them know and guide them

to the information they need to SR N NET
get protected. » % ) what does
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NAut hori ti es pursuilng the
the servers they used belonged to users
that had no idea their resources were

bei ng used to | aunch attac

CNN.comarticle nAvoi di ng f u-oftsrea vdermrel altt ackso
about the Feb 2000 DDOS attacks on Yahoo, eBay,
Amazon.com and E*Trade




JJWOLK) J|JWOLK) JJJWOK)

JJJWOLR)Y

Example Example Example

Example

Why notify victims?
Recently, myNetWatchman detected an incident in which a host was
Infected with the Microsoft SQL Spida Worm. A backtrace of the

of fending I P yielded

% This is the RIPE Whois server.
% The objects are in RPSL format.
% Please visit http://www.ripe.net/rpsl for more information.
% Rights restricted by copyright.

% See http://www.ripe.net/ripencc/pub

S ome |

services/db/copyright.nhtml

iInethnum:
nethame:

descr:
country:

admin - c:
tech - c:

status:
notify:
notify:

mnt - by:
changed:

source.

Example

194.190.139.0 - 194.190.139.255

GAN
Central Region of GAN RF
RU
AV753 - RIPE
AV753 - RIPE
ASSIGNED PA
sam@agan.ru
Ip - reg@ripn.net
ROSNIIROS - MNT
Ip - dbm@ripn.net 19991018
RIPE

Example Example

. T A "
Example. |

Example

nt er est i

\x,

41
w

"’ T
!




Example Example Example 3| Eﬂé%m'f-‘i(}";_'

GAN=The Nuclear Safety Authority: of Russia

STCLTETE

degepanbibid HAA30Pp PoCCHH
O HAEPHOH H PAAHANHOHHOH 6e30[YaCHOCTH
(Frocaromuan3zop POCCHH)

T0Car 0MHa 130D depepanbHeld  Hag3op Poccud no  S4epHod W paguauuoHHON
WHchopmMupyer bezonacHocTy ([ ocaTomHanzop Poccuu), kKak defepantHeld oprad

WCNONHWTENBHOW BNACTH, OPraHu3ayeT W OCYWEeCTBNAET rocydapCTBEeHHOE
0buwjue ceegeHus penynupoBaHre He30nNacHoOCTH NPW MCNONB30BAHWK ATOMHOW 3SHEpPruu,

A0EePHEX MaTepUanoE, PaguoaKTHEHLIX BEWECTE W U34eNWiA Ha WX OCHOBe

B MUPHEX W OBOPOHHBEI LEnsx (38 WCKIYeHWeM perynipoBaHus

SRR ES AEeATEeNEHOCTH, CBAZAHHON ¢ paspaboTKOW, M3rOTOBNEHWEM, UCNBITaHWeM,

Me:xayHapoaHoe aKcnNyaTaumed SAepHOro OpyHMA M AAEPHBI SHEPreTUYECKMX YCTAHOBOK
COTRYARIHGETED BOEHHOMO HA3HAYEHWA).

XapaxKrepicTika KaapoBoro

"Federal supervision of Russia on nuclear and radiating safety (Gosatomnadzor of
Russia) as the federal enforcement authority, organizes and carries out state
regulation of safety at use of an atomic energy, nuclear materials, radioactive
substances and products on their basis in the peace and defensive purposes (except
for regulation of the activity connected to development, manufacturing, test,
operation of the nuclear weapon and nuclear power installations of military
purpose(assignment)). "
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The
Backtracing

Process




Source-IP VValidation




Source IP Validation

Confirm the Source of Traffic

A Local Network

A Extended Local Network
(e.g. cable modem neighbor)

A Internet




