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ñExtreme IP Backtracingò



I've been attackedé now what?

The reality is that few attacks are launched directly from an 
attacker's system since they know they would be easily 

caught using standard backtracing methods.

The Internet is chock full 
of insecure systems which 
are easily (read already) 
compromised, providing a 
means for attackers to 
perform untraceable , 
indirect attacks.



ÅReduce the total number of 
compromised hosts

Å Minimize the amount of time that 
any system remains in a 
compromised state

The only profound way to improve 
overall Internet security is to:



In order to protect ourselves, we need 
to ensure that others are protected.

Every time your firewall or intrusion detection system logs
an event, don't assume the source is the actual attacker.  

Think of it as a cry for help from a likely victim whose 
system has been compromised and is just being controlled by 
an attacker.

When we discover that someone 
is obviously exposed, we should 
let them know and guide them 
to the information they need to 
get protected.



CNN.com article ñAvoiding future denial-of-service attacksò 
about the Feb 2000 DDOS attacks on Yahoo, eBay, 
Amazon.com and E*Trade

ñAuthorities pursuing the attackers say 

the servers they used belonged to users 

that had no idea their resources were 

being used to launch attacks.ò



Why notify victims?
Recently, myNetWatchman detected an incident in which a host was 
infected with the Microsoft SQL Spida Worm.  A backtrace of the 
offending IP yielded some interesting resultsé

% This is the RIPE Whois server.

% The objects are in RPSL format.

% Please visit http://www.ripe.net/rpsl for more information.

% Rights restricted by copyright.

% See http://www.ripe.net/ripencc/pub -

services/db/copyright.html

inetnum:      194.190.139.0 - 194.190.139.255

netname:      GAN

descr:        Central Region of GAN RF

country:      RU

admin - c:      AV753 - RIPE

tech - c:       AV753 - RIPE

status:       ASSIGNED PA

notify:       sam@gan.ru

notify:       ip - reg@ripn.net

mnt - by:       ROSNIIROS - MNT

changed:      ip - dbm@ripn.net 19991018

source:       RIPE



GAN=The Nuclear Safety Authority of Russia

"Federal supervision of Russia on nuclear and radiating safety (Gosatomnadzor of 
Russia) as the federal enforcement authority, organizes and carries out state 
regulation of safety at use of an atomic energy, nuclear materials, radioactive 
substances and products on their basis in the peace and defensive purposes (except 
for regulation of the activity connected to development, manufacturing, test, 
operation of the nuclear weapon and nuclear power installations of military 
purpose(assignment)). "



The

Backtracing

Process



Source IP Validation



Confirm the Source of Traffic

Å Local Network

Å Extended Local Network
(e.g. cable modem neighbor)

Å Internet

Source IP Validation


