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WHY?

ADesire to Protect
- Infrastructure
- Data
- Business Continuity
AEvaluate Emerging Technologies

AProblem is just getting worse

- Many nasty DOS and DDOS tools In
the wild
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% of respondents experiencing these security breaches
2000-2001

0% 206% 3Re 40 GBDW BDGS TN BO%R 9O

Viruses Trojans/Worms

Attacks related to protocol weaknesses

fittacks related to insecure passwords

! “oubsider” relers o E'.'Er‘lll'll'lﬁ‘l'l:‘.ll'l:'.ﬂéﬂ in the IIS-E“:‘.H'I rar“inskker-
In Floure 1.

Results of the 2001
Information
Security Magazine
Industry Survey
shows increase in
Denial of Service
attacks
experienced by the
survey participants.

Source: Information Security Magazine, 2001 Industry Survey,
October 2001, pg 34-47.
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Indicate your level af concern about the following
infospc-related issuas and challenges.

NOT A& COMCERM

o]

1 2 3 4

I
&3

Malicious code infection
fe.q. wiruses, Trojans, womms, hosile fava or ActieX)

Loss of privacy confidentiality
fo.q. ansedmisnse of data)

Electronic exploitsitonls
fe.iq. Cracking, edvesdronmmg. spoofing, rmotis)

System unavailability
fe.iq. owia of servoe, natural disgsiars,
powear Frtermion s, bugs)

Physical security

Cther

A System
unavailability is 4th
highest INFOSEC
concern

Source: Information Security Magazine, 2001 Industry Survey,
October 2001, pg 34-47.
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Hows important are the following
projects or programs at your organization?

MOT AT ALL IMPORTANT
1 Z 3

[}
-

Strengthening the natwork perimeter
to prevent extemnal intrusions

Security and availability for Web site
andfor e-commerce operations

Messaging/e-mail security

3.89
Securing remate access for traveling employees!
telecommutersremote offices

Centralized management/comrelation of
security policy controlsfalert data

Preventing employees/insiders from
abusing access rights

Other

A Security and
Availability of
Websites 2"4 most
Important project
listed

Source: Information Security Magazine, 2001 Industry Survey,
October 2001, pg 34-47.
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W4, | What\We Were lL.ooking:For

Alnfrastructure Protection

- Minimum Gigabit Solutions (GigE and
Fiber)

- OC48 and OC192 capability desired
ACustomer Protection

- Gigabit MM Fiber

- GIgE

- 10/100 Ethernet

- Eventually OC48 and OC192
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Ly Products Tested

Passive ntappedo Sol u
AArbor Networks

AReactive Networks

AMazu Networks

AAsta Networks

In-line Solutions

ACaptus Networks

AMazu Networks

A Basis of selection due to September 2001 Information Security Magazine Article, Denying Denial-of-Service.
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\‘)«’/ Todayos DOS Pr e’

A Reverse Path Filtering (deny invalid IPs)

A Allow only good traffic into your
network (ingress filtering)

A Allow only good traffic out of your
network (egress filtering)

A Stop directed broadcast traffic (to avoid
being an amplifier)
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Methodology

A Imitate a customer hosting center

A Run real tests across the
Infrastructure

A Test both network functionality and
the management interfaces

A Find solutions that will work
upstream instead of downstream



Attack Network

Test Environment
Architecture

CISCO 6500
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Juniper M20

CISCO 6500
Port Mirroring
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CISCO 6500 CISCO 6500
Port Mirroring
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\‘,54/ Passive  roTapped?b

A No network side IP address
A Data mirroring

A Not a single point of failure on the
network

A Products recommend ACLs for the
routers

- Automatic
- Semi-Automatic
- Report only
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Reactive Network Solutions
FloodGuard

Attack Network

Version 3.0

T Em—

CISCO 6500

REACTIVE
CONFIGURATION

—  —
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Juniper M20 CISCO 6500

CISCO GSR

snmp gonnection

Actuator Detector
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\ 4 4 MAZU Networks
N TrafficMaster

MAZU (Passive)
CONFIGURATION

TEEERERRE

CISCO GSR

Attack Network

CISCO 6500

CISCO 6500

Juniper M20

= H-HHHHHS -
Inspector
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Victim Network
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\ 4 4 Asta Networks
SR Vantage

CONFIGURATION
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o Illll CISCO6500
CISCO 6500 Juniper M20 .
CISCO GSR
Directed Netflow snmp connection
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Management Interface
Collector Communication  Controller
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W7, Arbor Networks
PeakFlow

CONFIGURATION

LEREREEEEE

CISCO GSR

Attack Network

CISCO 6500

Juniper M20

CISCO 6500

Directed Netflow

snmp connection

[ HH RS i HHHHH  ———: HHHHHHE S FHHH S
Management Interface
Management Interface A0
Netflow Capture . nunicstion  Controller Communication Packet Capture

Collector Collector
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Victim Network
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\\;’_\é/, In:-Line Testing

A Boxes placed in the data stream

A Quicker response to attacks based
on implemented rules

A Interfaces visible on the network
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Attack Network

Version 3.0

CISCO 6500

Juniper M20

MAZU (In-Line)
CONFIGURATION

CISCO GSR

Enforcer

CISCO 6500

Victim Network
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Ly Captus Networks

In-Line
CONFIGURATION
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CISCO 6500 Juniper M20

Attack Network

CISCO GSR
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CISCO 6500

5 HHH-HHH S -
CaptlO
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Ly Types-of Tests

ABaseline traffic generation to emulate a
web hosting center

- ldgen with replayed traffic
AAttack Traffic (DOS and DDOS)

- TCP SYN

- TCP ACK

- UDP, ICMP, TCP floods

- Fragmented Packets

- IGMP flood

- Spoofed and un-spoofed

Version 3.0 DOS-22



Lesson Learned

DOS-23



Ly Network

A Baseline Traffic must be stateful (TCP
3-way handshake must be complete)
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A Bad Routes will kill your network and
make you unemployed

- Thank God we were In the lab

A Be sure to isolate your management
network from the attack network ON
EVERY BOX
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