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ÅChallenges and Lessons Learned
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WHY?

ÅDesire to Protect 

-Infrastructure

-Data

-Business Continuity

ÅEvaluate Emerging Technologies

ÅProblem is just getting worse

-Many nasty DOS and DDOS tools in 

the wild
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2001 Survey Results

Results of the 2001 

Information 

Security Magazine 

Industry Survey 

shows increase in 

Denial of Service 

attacks 

experienced by the 

survey participants.

Source:  Information Security Magazine, 2001 Industry Survey, 

October 2001, pg 34-47.
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2001 Survey Results

ÅSystem 

unavailability is 4th

highest INFOSEC 

concern

Source:  Information Security Magazine, 2001 Industry Survey, 

October 2001, pg 34-47.
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2001 Survey Results

ÅSecurity and 

Availability of 

Websites 2nd most 

important project 

listed

Source:  Information Security Magazine, 2001 Industry Survey, 

October 2001, pg 34-47.
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What We Were Looking For

ÅInfrastructure Protection

-Minimum Gigabit Solutions (GigE and 

Fiber)

-OC48 and OC192 capability desired

ÅCustomer Protection

-Gigabit MM Fiber

-GigE

-10/100 Ethernet

-Eventually OC48 and OC192
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Products Tested

Passive ñtappedò Solutions

ÅArbor Networks

ÅReactive Networks

ÅMazu Networks

ÅAsta Networks

In-line Solutions

ÅCaptus Networks

ÅMazu Networks

Å Basis of selection due to September 2001 Information Security Magazine Article, Denying Denial-of-Service.
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Todayõs DOS Prevention

ÅReverse Path Filtering (deny invalid IPs)

ÅAllow only good traffic into your 

network (ingress filtering)

ÅAllow only good traffic out of your 

network (egress filtering)

ÅStop directed broadcast traffic (to avoid 

being an amplifier)
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Methodology

ÅImitate a customer hosting center

ÅRun real tests across the 

infrastructure

ÅTest both network functionality and 

the management interfaces

ÅFind solutions that will work 

upstream instead of downstream
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Test Environment 

Architecture
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Passive òTappedó Testing

ÅNo network side IP address

ÅData mirroring

ÅNot a single point of failure on the 

network

ÅProducts recommend ACLs for the 

routers

-Automatic

-Semi-Automatic

-Report only
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Reactive Network Solutions

FloodGuard
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MAZU Networks

TrafficMaster
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Asta Networks

Vantage
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Arbor Networks

PeakFlow
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In -Line Testing

ÅBoxes placed in the data stream

ÅQuicker response to attacks based 

on implemented rules

ÅInterfaces visible on the network
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Mazu Networks (inline)
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Captus Networks
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Types of Tests

ÅBaseline traffic generation to emulate a 

web hosting center

-ldgen with replayed traffic

ÅAttack Traffic (DOS and DDOS)

-TCP SYN

-TCP ACK

-UDP, ICMP, TCP floods

-Fragmented Packets

-IGMP flood

-Spoofed and un-spoofed
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Lesson Learned
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Network

ÅBaseline Traffic must be stateful (TCP 

3-way handshake must be complete)
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Routes

ÅBad Routes will kill your network and 

make you unemployed

-Thank God we were in the lab

ÅBe sure to isolate your management 

network from the attack network ON 

EVERY BOX


