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Background on 
Authentication



Identification

ÂThe method used by a system (not 
necessarily a computer) to uniquely 
identify an individual or group.

Examples: User names, Driverôs       
License, School ID,
Security Badge, 
Passport



Authentication

ÂThe method(s) used to verify the given 
identification against a database of 
known information.

Examples: Passwords, 
Fingerprints, Iris Prints,
Negotiation



Development of Authentication

ÂWhat you knowé

ÂWhat you haveé

ÂWhat you areé

ÂFuture Development: How you are...



General Network Security



Security is NOT

Â Installing a firewall

ÂA product or Service

ÂRunning an audit and shutting things 
off



Security IS

ÂWorking productively and without 
interruptions

ÂOnly as good as the weakest link

ÂRisk management of resources (equipment, 
people)

Â Physical security

Â A process, methodology, policies and people

Â Is 24x7x365



General Network Security

ÂNo silver bullet to network security

ÂReplay attacks

ÂDenial of Service ((D)DoS)

ÂSpoofing

ÂUsers

ÂDictionary Attacks



Security Thoughts

Â80-90% are internal issues

ÂHard drive crash (what did you loose, 
and how long to get back up?)

ÂFirewall penetration (what can they do, 
what do they see?)

Â Internet failed (how much lost 
productivity/revenue, backup net 
connection?)

ÂSome can always get in



General Network Security 
Conclusion

ÂBiometrics will help but will not solve all 
problems

ÂUsers are the ñweakest linkò

ÂProactive security plan


