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Real -world & cybercrime

Current approaches 

evolved to deal with 

real -world crime

Cybercrime occurs in

a different context 

and therefore 

presents different 

issues



Example #1:  Theft

Real -world theft:  possession of 

property shifts completely from A 

to B, i.e., A had it now B has it

Cyber -theft:  Property 

is copied, so A òhasó 

it and so does B



Copying as theft?

Randall Schwartz 

worked for Intel

Charged with computer 

theft for copying a 

password file

Claimed it wasnõt theft 

because Intel did not 

òloseó anything ðIntel 

still had the passwords, 

and so did Schwartz



Example #2:  Seizure

Is copying files a 

seizure under the 

Fourth Amendment

Same as theft?

Nicky Scarfo logger



Nicky Scarfo logger

FBI executed warrant at 

Scarfoõs office

Seized files from his 

computer ðone was 

encrypted

Agents installed a 

keystroke logger on his 

office PC, copied his 

passphrase ðseizure?



What is cybercrime?

Cybercrimes are divided into 

3 categories:  

Á crimes where a computer 

is the target of the crime , 

Á crimes where a computer 

is a tool of the crime , and 

Á crimes where a computer 

is incidental to the 

commission of the crime.



Computer as Target

Hacking (trespass)

Cracking (burglary)

Malicious code 

(viruses, worms, 

Trojan horses)

Vandalism (web 

site defacement)

Denial of service 

attacks



Target case:  John Sullivan

Hired to develop software 

program for Lance, Inc.

Demoted, he hid a logic 

bomb in the program

It shut down 824 handheld 

computers sales reps 

used to contact 

headquarters, costing 

Lance, Inc. over $100,000

U.S. v. Sullivan, 40 Fed. 

Appx. 740 (4
th

Cir. 2002)


