Watching the
Watchers

Target Exploitation via Public
Search Engines

mail://johnny@ihackstuff.com
http://johnny.ihackstuff.com



what 0s t hi s abol

A using search engines to do interesting
(sometimes unintended) stuff
sp3ak I1ke 133to haxOrs
act as transparent proxy servers
sneak past security
find development sites



what 0s t hi s abol

A using search engines to find exploitable
targets on the web which

run certain operating systems

run certain web server software

narbor specific vulnerabllities

narbor sensitive data in public directories
narbor sensitive data in public files

A automating the process: googlescan




pick your poison

we have certain needs from a search engine:

advanced search options (
browsing down or changed pages (caching)

Instant response (zero-wait)

document and language translations

Wweb, news, image and ftp searches

The obvious choice: Google



nNot new... Vincent GAILLOT

<vqalllot@telecom.insa-
lyon.fr> posted this to
1 BUGTRAQ nearly two

2} How to use Google to find confidential info

File Edit  Wiew Faworites Tools  Help yearS agO an
Q Back ~ [ |£| |EL| _;"'] ,.-'_ 7. Favorites -@ Media F::‘f

Address :Elhttp:,l',l'n:nart.uni-::tuttgart.-:IE,I'ar'-:hi'-.-'Ee,l'I:nu-;ltr'aq,l'EIIIIII1,|'11,|'rr|-_=-;|IIIIII1ZEIE.htrnI b G0 Links **

GO 311."_" = |banques gle F . By 3earch Web =iSearch Site 1.'"'?,"" Mews ﬂ Fage Info - =

Hi, I atn a french student and I heard recently sbout the
deal with documents from Word, Excel or Powerpoint.

Intested in that fact, I decided to experiment sSowme words ab
[writh ™) to look for (sorry if my english is not perfect..)

combos that give enormous results.

In google, if wou type things like

[m}
Hh

1 " Index Jadmin'
2] "Index
i1 "Index
1" Index

1" Index

0] "Index

sword’”

' TR o T o Y o O o |
H H H o Hh

<
&) Dane 4 Internet



mailto:vgaillot@telecom.insa-lyon.fr
mailto:vgaillot@telecom.insa-lyon.fr
mailto:vgaillot@telecom.insa-lyon.fr

doing interesting stuff

haxO0r, nGoogl e hacks
bypass, finding development sites



haxOr

'g Google - Microsoft Internet Explorer for those Of us

File Edit Yew Favorites Tools Help Spendlng Way
3 ea @ v (ﬂ @ _;‘] /fl’ Search '[ Favorites @Media v{“ J~ too mUCh tlme

Address g’] http:/fwww, google. comfintlfxx-hacker!

Gor 81L; :defcon v ] @ Search web G- : Fonews | €Prage Tifo'y. ) pe @ kl n g

. _ haxor...
()Ug o]

H4xO0r

1]W]4935 Brl0pZ 610/03(700/0y0/0

|« 4DVANC3D 534RC|-|
|« PRSF3R3N(3Z

éderfrcon

[ Google538R(H || EYE Am ph3alinG Juky | - Lablcudcs7oos

411 4b0u? g00g13 - Google.com in English




/| mi sc: o0Googl e

GOOGLE BRULECIEUS T

HAGKS And 1 tés an OO6REI LLY book.

Do S T oo But | t 0sS not about haCking.

| t0s about searching.

I di dnot write 1It.

Because if | wrote it, it would really be about hacking
using Google and that would get both Google and
OOREI LLY both really upset
involved, which is never good unless of course the lawyer
happens to be Jennifer Granick... =)

I.


http://www.oreilly.com/catalog/googlehks/index.html

Proxy

) Language Tools - Microsoft Internet Explorer Q@@
File Edit ‘Yiew Favorites Tools  Help ,1."

- A = ¥ . ?
[3 Back - </ \ﬂ @ _l"] 7 ! Search avorites @Media !E‘f = v

Address ;"'E;LI|'|tt|:|:||'||'|.-'-.|I.-'-.u.-'-.l.gu:u:ugle.|:|:|rr|||'|.3r||;|| uage thi=g w Go Lirks ¥

fonews | €BPage Info + FJUp - &

Translate

Translate text:

frarn| German to English

Google offers a

Translate a web page: very nice

el language

translation
service.

fram| German ta English




o

-
A Translated version of http:/iwww.defcon.org/ - Microsoft Internet Explorer

File Edit View Favorites Tools Help

Back ~ xi ,‘,1 : Search Favorites ej‘ Media €< - =
Idress @] fwww.defcon,orgdlangpair=en®7Cesthl=entie=UTF-8&oe=UTF-8&prev="62Flanguage_tools ¥ dGO

_IJ {55 Search Web @News € Page Info ~ B ~
Tlﬁ_g:- has been automatically translated from English. (X] Printable Version
View Original Weh Page [«] Back to Language Tools

DEFCOMN 1N

EUEN IS

iNueva Competencia! Wi-Wi-fi

Shootout for exam ple,

iNueva Competencia!

Alrededor del mundao tranSIat|ng from

“Yaya a los foros de DEFCON para

el planeamiento de la "accidn yiva". eng“Sh to

Yea la insignia actual y las
sumisiones ardficas o de

spanish...



Proxy

Our english-to-spanish translated Google page is:

http://translate.google.com/translate (main URL)
?u=http://www.defcon.org&langpair=en|es (options)

What happens if we play with the options a bit to provide an
english-to-english translation, for example?

http://translate.geogle.com/transiate (main URL)
?u=http://www.defcon.org&langpair=en|en (options)



http://translate.google.com/translate
http://translate.google.com/translate

Proxy

| — — — — — —

A Translated version of http:/fwww.defcon.org/ - Microsoft Internet Explorer

File Edit “iew Favorites Tools Help

QBack s xl ‘ : - Search Favorites .‘J‘ Media 67 |

Address gj http:jtranslate.google.com/translate?u=http:/fwww.defcon.orgdlangpair=en|en

Go g]k" ~ lgoogle statistics _VJ @::Search Web

CO' \C ](w This page has been automatically translated from English.
(; View Original Web Page

DEFCON 1

18] news

New Contest! Wi-fi Shootout
New Contest! Around the World

Go to the DEFCON Forums for "live
action" planning.

See current logo & graphic or
desktop wallpaper submissions.

WarbDriving Contest page.

Naw Fawe 2002 WWant +a tact vanir

L =W —

| through Google,

v d v
=
Ve @ Go Links -

€ rage Info » FJup ~ 2

[X] Printable Version
[«] Back to Results

weodr e s

not to the euvil
DEFCON page.
The boss will be
S000 proud! 8P




Proxy

A Google proxy bouncers
http://exploit.wox.org/tools/googleproxy.html
http://johnny.ihackstuff.com



http://exploit.wox.org/tools/googleproxy.html

flndlng development sites

’3 Telco-loginpage - Microsoft Internet Explorer

Fle Edt View Favorites Tools Help

‘w) - l._"j wj

Got gt .[—_] P T - s mirrors or de_veIOpment
G 0 - g | e's cache is the snapshot that we took of the page as we crawled the web. |[REASIAVASIES) hOStlng the same

The page may have changed since that time. Click here for the current page without h| age
To link to or bookmark this page, use the following url: reep: /7w, googl e . com! zeazch? p g \

use unique phrases from

N () search <> Favorites Media <) .- . s
” b hd ' an existing site to find

"4

q=cache: COpuBAKYVILAC: L L RMaelcofvelco-
unauthorised . htmtsive:  Zlasexfhl Fenfie=UTF-3

Google 1s nen QiR ared with the aughovs of 178s page nov respovsible fov i1 covten.

These search terms have been highlighted: user

veri on Products & Services Customer Support About Verizon

Ny — eDirectow @Comact us . .
_"~ this is a copy of a

s Sign in production site found on
Login a web development

@) search e i ———— company 0 S sge
keyword @ ‘ ( e —

<

€] © Internet



finding development sites

r A
2 Google Search: site: Zitelco - Microsoft Inter... Q@@
I
N

File Edit \Wiew Faworites Tools elp

o

’ \iLI \ELI ;J ,.f ) search awarites @ Media

Google - ~ | [ Search web ThMews 7
3 i

l‘ Inkternet

A troll the development site with another search looking

for more files on that server...



finding development sites

¢ | Microsoft Internet Explorer Q@@
I
"

Edt View Favorites Tools Help

»

%] [B] G0 O search g Favertes @Prieda )

Links >

»

01/03/02 11:41 AccountBalance.html
01/26/02 05:26 AccountBalanceCiti.html
01/24/02 03:38 AccountBalanceCti.html

01/03/02 11:43 AccuweatherHumidicy.html
01/03/02 11:42 AccuweatherTemperature.html
01/03/02 11:44 AccuweatherVisibility.html
01/22/02 03:41 AddNFN . html

01/08/02 11:44 AddMFNDetails.jsp

12/31/01 04:02 AdmwindtmwCardUsage . html
12/31/01 04:02 AdwinSalaryCredic.html
12/31/01 04:02 AdminService.html

01/02/02 04:35 AdminSignlIn. jsp

01/03/02 0D1:38 Baazee.html

01/21/02 0S5:51 Birthday.html

01/02/02 04:35 BulkEvent. jsp

01/25/02 07:25 CancelEvent. jsp

12/31/01 04:02 ChangePassword.html

01/02/02 04:35 ChangePassword. jsp
01/26/02 04:43 CivtiSigniIn.i=sp

® Internet

A eventually, creative searching can lead to pay dirt: a source code dump

P - |



auth bypass

ALet 6s say an attacke
what 0s behi-lneccomyavw. t I
password protected page:

’c.,ct o thince.com BIK




auth bypass

A One search gives us insight into the
structure of the site:

hpad7action=active




auth bypass

A Another search gives a cache link:

Index of
Inde " Mame Last modified Size Descrption Parent Directory 03-Jan-2003
12:59 - 0001/ 09-Jan-2001 16:23 - 100/ 15-0ct-2002 19 ...

Google can show you the following information for this URL:

« Show Goodle's cache of waaw thin-ice com




auth bypass

A Another click takes us to the cached version of
the page (no password needed!)

This is G o
Google's
The pag

To link to o

g=cache: 0&0umIZullialC:

Index of /

Last modified Size Description

a Farent Director

=chOrw 03—-Jan-2003 1Z:59

?;} oooif

0D9—Jan—-2001 16:Z3




auth bypass

A One more click to the really interesting
Stuff... site source code!

root 0 15:46 allphpfiles
7695 4 Z001 sannouncement.php3
993280 4 2001 blazeboard-php3
881 17 2001 configuration.php
2870 17 2001 countBeplies.php
819 4 Z001 counter.php3
4051 17 2001 dbSetup.php
4852 17 2001 default.php
4053 17 2001 expand.php
1742 4 2001 fag.php3

-rwv-r—-r
root

—ruwu—-ruw-—-r
root

—LW—YXw—r

—LWHEWHL —X root

—LWHEWHL X root

i 1 El i 11 El root

root

—LWEETEL =X
—LCWEETEL X root
—LWHEWHL X root

—rw—YXuw—-r

1
1
1
1
1
1
1
1
1
1

g
m
[

root

*this site was notified and secured before making this public. sorry,-kids ;



evil searching: the
basics

tools of the trade



Google search syntax

Tossing Google around requires a firm
grasp of the basics.

Many of the details can be found here:
http://www.google.com/apis/reference.html



http://www.google.com/apis/reference.html

simple word search

A simple search...



simple word search

tch Sike

sh wuw.nbc.com

zh nbhcii.console.n
zh nhcdb.console.n
h nhcij.console.n

m omomom oI

i ru ru ru ru b

l.‘l‘

nbc . com

~onte 63 .241.60.

. nhoiZ.console.
nhcizZ.console.

. nhoiZ.console.

. hbhoiZ.console.,

nbeiz .console.

..can return amazing results. This is the contents of a
live .bash_history file!



simple word search
(%m ge-| =] @searchweb  @searchsite

irewall-user=jon

The " "firewall-password'' warishle iz the passwore
the firewall-user ID. If vou =et this here, he =1
rermiz=sions on this file =0 that no one [except tl
gee your password. You may also leave this comme:

NocFTP will prompt vou each tCime for the password.

£
#
#
#
#
#
#
#
#
#

¥Your firewall mway regquire you to cohhect
cut=ide FTF =ervices,

irewall-port=:21

= o R = o = L = = L = =

s

Crawling around on the same web site reveals a
firewall configuration file complete with a username and
password...



simple word search

...as well as an ssh known hosts file!



simple phrase search

Creati vity with search phra



simple phrase search

Error Occurred While Processing Request - Error Occurred
W|‘|I|P F'rm P'S‘SIIHJ Request. Error Diagnostic Infarmation. An error
CC e evaluating the exp ion: #attributes ...
pp/Product=earchiindex. cfm?fuseaction=search gearch

Error Occurred While Processing Request - Errer Occurred
While Processing Request. Error Diagnostic Information. An errar
ed while evaluating the expression: # oll_ID# Errar near line 7,

_1. esfitipollsfindex. cfm?action=viewpoll

Error Occurred While Processing Request - Error Occurred

W|‘|I|P F'rm P'S‘SIIHJ quuv‘st Errur Dquu stic Information. Errnr resalving
T Cf able CALLER do

firr sedrch within this site

...can reveal interesting tidbits like
this Cold Fusion error message.



simple phrase search

Error Diagnostic Information ( E r ro r m e S S ag e S
Error resolving parameter CLIENT.CALLER C an b e Ve ry

The client vaniable CALLEE does not exst. The cause of thiz error 13 very likely o -
revealing. )

1. The name of the client variable has been mizspelled.
2. The client variable has not yet been created or has timed out.

To set default values for chient vaniables vou should use the CFPAE AN tag (e.g <CFPARAN MNANE="Clent Colot"
DEFAULT="Eed">)

The error occurred while evaluating the expression:

r#xlient.callerf#™
. emtlate: CﬂlntPub‘nc- ot\lucent pro dun:tin‘ns Eﬂ assword. chn
(22:49) - ) ’ ) |

DateiTime: 07/02/03 11:11:09
Browser: Mozlla/d 0 {compatib [E &.0; Windows NT 5.1, NET CLE 1.0.5705)
Eemnote Address:
HITP Eeterer: httpfararw. ch?hl=en&l—=E81e=TTTF -B&ce=TTTF -8&q=%
22BrrorHOccurredt While+Pro Eequest¥h22+sitebo 3 Alucentssg cotm

Template: CnetPublwwrwrootiucent productionizsendPassweord cfin




simple phrase search I

Google ~ enter unix command” v | @fSearchweb  @SearchSite  FhNews

THE COMMANDER

Web-Based UNIX Shell Interface
Nork-Interactive Commands Only

Enter UNIX command:

Sometimes the most idiotic searches
(henter UNI X commando



simple phrase search I

Enter UNIX command:

uname

I Submit Cluery e

...can be the most rewarding!



special characters

SYrnool

+ (plus) AND, force use

- (dash) NOT (when used outside
guotes)

. (period) any character

- (dash) space (when used in
guotes)

* (asterisk) wildcard word (when used
IN quotes)




Site: site

2 Google Search: site:gov boobs - Microsoft Internet Explorer

Flle Edit View Favorites Tools Help

O Back - 2 |£| @ ;_] ,,'

Address -é;1 hiktpe google comysearch?hl=ena -38 ov+boobs

% Search \Wehb

""" rch Preferences

site:gov boohs

-specific search

site:gov boobs

T,
ir'

LB 8
=

w G0 Links *

Results 1 - 10 of about 54. Search took 0.03 seconds.

»Eﬂ Dane

0 Internet



site: crawling

r

2 Google Search: site: defcon.org defcon - Microsoft Internet Explorer

File Edit ‘Wiew Fawaorites Tools  Help

O Back ~ () \ﬂ \ELl || ") search

Address .-El htkp: v, google, comy'search?hl=ensdr
GU glf'_' - |defcon : E_l'_:IEEIFI:h Web

Hd ranced 5

site:defcon.org defcon

""" Groups | Directory

Defcon For

Defcon Forums is s farurm ed by vBulletin, To visit the forum,

go to http: /o
forum. defcan.args - 30K e ar pages

<

&] Done & Internet

Search  Preferences  Language Tools

-use the site: keyword
along with the site name
for a quick list of
potential servers and
directories




site: crawling

-use the site: keyword
along with a common file
File  Edit W Favorit Tools  Help g !

extension to find

QE* - d E accidental directory

Address hittps | comfowl/Search) I |St| n g S..

Go glL - |:||I' E?"‘._n:‘:lrl h Weh Q_g‘__n:':m i 3ite

hilight.gif

query.

g Cuersy.

l‘ Inkternet




Date Searching

A If you want to limit your results to documents that
were published within a specific date range, then
you can use the fAdaterang
accomplishthis. The fAdaterange: 0
must be in the following format:

. ] A daterange:<start_date>-<end date> where
A Date Restricted A Star Wars daterange:2452122- R A Yo i o st

Search 2452234 the date range

<end_date> = Julian date indicating the end of
the date range

A The Julian date is calculated by the number of
days since January 1, 4713 BC. For example, the
Julian date for August 1, 2001 is 2452122.



Title searching

Title Search (term)

Title Search (all)

intitle:Google search

allintitle: Google search

If you prepend "intitle:" to a query term,
Google search restricts the results to
documents containing that word in the

title. Note there can be no space between
the "intitle:" and the following word.

Note: Putting "intitle:" in front of every word
in your query is equivalent to putting
"allintitle:" at the front of your query.

Starting a query with the term "allintitle:"
restricts the results to those with all of the
query words in the title.



INURL: URL Searches

inurl; find the search term within the URL

Inurl:admin

iInurlzadmin
Index to nunbers in th irst users mbOX

.
[

iInurl:admin users
passwords

localhost)
.het.it-chil:

Go 311':‘ T |url: admin users passwords ﬂ i

@ore | | | @

n '
@ooe [ [ [ [@itemst



File Edit Wew Insert Format Tools Data  Window Help

07289
many more examples
coming... patience...

fi1 1l etype
accounto

1350.00 ___

| 123682 | |
| | 345.00
.00 | 00|
213 | 0 [ 0]
| | os558 |
7| R
35000 0 [ 000 [ 00000
6000 | [ 0]
| | 300000 |
23

Sum=0



finding interesting stuff

finding OS and web server versions



Windows -based default server

SISO T ETE TG TET,

You do not currently have a default document set for your users. Any
users attempting to connect to this site are currently receiving an
Under Construction page

Integrated Management

intitle:"Welcome to Windows 2000 Internet Services"




Windows -based default server

r ul
2} Under Construction - Microsoft Internet Explorer Q@@
iy
N

File Edit ‘Wiew Fawaorites Tools  Help

>

G Back ~ | \ﬂ \ELI A / ) Searc worites @ Media Ff

" Go Links **
) LA

>

Sddress

Google -

Under Construction

The site you were trying to reach . ot currently have a
F heing upgraded and

& Internet

Intitle:"Under construction” "does not currently have"




Windows NT 4.0

2} Welcome To 115 4.01 - M

|8 Internet




OpenBSD/Apache (scalp=)

Lﬁpowered by Apacheo npg

Powered by
w OpenBSD
B redhat ;";;;;”

W3« IITML OPEN o Eln’;u. perahility

- 4.0 contentiney |=|.4.1 ge

res

'r 2] 2O I lavid Erouse. .-Ll .h.'z ghis

1 Done



Apache 1.2.6

&] e S N A TN B U A N BT T ETHTE TEees J, ]

F||,_. E|j||- Wi Favoarites |||_ HI-'||:I '.l'

™ — 1
\iLI \ELI _;_I / I Sear _"'Fa'-.n:.r'ite::

Address \apache\apache_1.2.6\hkdocsindes, hkml a Go  Links

(Y glt':‘ - | | ﬁ*{*_.':‘-earn:l‘u Weh i

>

>

It Worked!

‘wou can see this, it means that the installation of the A
software on this system was successful ¥ ou may now 4-1 1 content
to this directory and replace this page.

Tf w1 are 2eeing thiz instead nf the content won

L Pt | Tl




Apache 1.3.0 01.3.9

F =l
3 Test Page for Apache Installation on Web Site - Microsoft Internet Explo... g@@

File Edit ‘Wiew Fawaorites Tools  Help

O Back - \ﬂ \ELI A / ) Search 7 Favarites @ Media F-’

hkEp: f ) W a Go Links

&% Search web @3/ Search Site

Address »

>

Google - |t warked” "this weh siter” ¥

It Worked! The Apache Web Server
is Installed on this Web Site!

"' ™t 1t e

r




Apache 1.3.11 - 1.3.26

r

-
2 Test Page for Apache Installation - Microsoft Internet Explorer g@@
Iy
N

File Edit Wiew Fawaorites Tools  Help

O Back ~ ) ar ; - et s

Address kt ard. e A a G0 Links *
ﬂF'-EII;IE Infa - _|?_'__'|I_I|:| - B

oftware on this system was

The Apach umentation has been mcluded wath this distnbution.

"seeing this instead" intitle:"Test Page for Apache"




Apache 2.0

& | Sliiola aga fur funena-pi) - sierosofn [nizrnat Boalupay | J, J
]

File Edit View Favaorikes Tools  Help

W — il
\ﬂ \ELI _;] pl | Search __ Favorites
Address \apachet 2, 0Lindesx, bl a @0 | Links

Lo glt'-.‘ - | | {45 Search Web it

>

»

Simple Page for Apache-MPM

“mache Hool Functions




Directory Info Gathering

-
3 Index of /- jkelley/Turmenistan. fldr/Turkmenistan.Images - Microsoft In... Q@@
File Edt ‘ew Favorites Tools  Help

Links ™

»

Weddingdacket .JPG
Morker2catfs P 10 14:20

) Internet

A Some servers, like Apache, generate a server version tag...



Apache Version Info

...which we

A\pache ANumber
Version of Servers
A 119,00
A 136 0.00
A 151,00
A 133 0.00
A 159,00
A 1314 0.00
A 171,00
A 1324 0.00
A 203,00
A 139 0.00
A 256,00
A 2.0.39 0.00
A 259,00
A 1323 0.00
A 260,00
A 1.3.19 0.00
A 300,00
A 1.3.12 0.00
A 35300

e guick stats...



Weird Apache Versions

Esoteric Apache Versions found on Google

query: intitle:"Index of" "Apache/[ver] Server at"

7))
| -
)
>
| —
)
7))
[
o
S
()]
O
=
-
s

1.3.4-dev
1.34
1.3.7-dev
1.3.11
1.3.15-dev
1.3.21-dev
1.3.23-dev
1.3.24-dev
2.0.37-dev | ]
2.0.40-dev |

1.3.17-HOF
1.3.26+interserver

Apache Version




Common Apache Versions

Common Apache Versions found on Google
query: intitle:"Index of" "Apache/[ver] Server at"

1,000,000.00

800,000.00

600,000.00

400,000.00 -

200,000.00

0
| -
o
>
S
(&)
0p]
Y
@)
| —
o
®)
S
>
Z

0.00

Apache Server Version




vulnerability trolling

finding Oday targets...



