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How to Create a Network Killing
Robot

A Slap together different technologies
I Borrow from the strengths of each

A Make It easy for lots of people to use (AOL effect)
I Means giving up o0l am an el
A Widely distribute it to non -tech people
A Automate everything
A Distribute as much as you can over the Internet
I Reduces single point of failure

A Give people the ability to express themselves through
the tools



IRC & DOS, two great tastes that
taste great together

A IRC (I Repeat Classes)
- Widely available networked benign application
- (relatively) effective way to fulfill need to socialize
- Easy to use application

A DOS (Denial of Service Tools)

- Effective way to communicate emotions to others
- Lots of engineering effort goes into DOS tools

- Always evolving In response to new ways to block
them



A Brief History of Denial of Service
Attacks



Early DOS attacks

A ping of death
I Simple network flood
I either single very large ping packet, or a flood of large
or small ping packets
A smurf attack
I Amplified network flood
I widespread pings with faked return address
(broadcast address)
A syn flood
I Overload the machine instead of the network

I Send a bunch of SYN packets to a host on different
ports to open a connecti on
the connection




Honey! I think
oul hetweork is
having ahothel' <4
Smurf attack! ‘
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Distributed Denial of Service
(DDOS) Tools

A trinoo,stacheldracht
I faked source ip address
| easy to spot and filter
I Much more devastating than old DOS tools
| Harder to track back to the attacker
|

- Made famous in the media when cnn.com,
yahoo.com, ebay.com DOSOed

I Generally required breaking into each DDOS drone by
hand to install the DDOS software



A Brief History of IRC Bots



eggdrop bot - Jeff Fischer, 1993

A download from www.eggheads.org

A usually used to mind irc channels when
their human ops weren't there

A windows port Is called windrop
A still widely used today ¥4
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bnc 1 the bnc group

IRC server proxy
found on a lot of compromised machines in the wild

hides your IP, so you are protected from DOS attacks and
exploits
you select port, password, max # of users, and hosts.allow
for ips

/server shell.server.com portnumber password

good for anonomyzing trash talking and IRC-based attacks
everyone sees the IP address of the BNC server

If people attack your BNC server

I slows down your IRC connection and might disconnect you from IRC
temporarily

I your computer is safe



