The future frontier of Hacking - UMTS mobile phone platform
Web intrusions: the best indicator of the vulnerable status of the Internet
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Digital attacks amount
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attacks technigues and tools

By attack method:

known wulnerability (1.8, unpatched system)
configuration / admin, mistake
undisclosed (new) vulnerability

brute force attack
soclal engineering
no method specified
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24 2%
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16.2%:
o
0%

2003 top used vulnerabilities by attackers

-Webdav

-Frontpage extensions

-Openssl
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- Samba

- Php nuke
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Defacements by OS
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Defacements by OS (single IP)
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CYBERFIGHTS
Kashmir related

Iraq war related

Code red release related
Palestine-Israel related
No-Global related
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CYBER-CRIMES ARE CONVENIENT BECAUSE:
e Lack of IT laws

« Lack of L.E. international cooperation
 |SPs are non-transparent
CYBER-PROTESTS ARE CONVENIENT BECAUSE: _

 General lack of security B SVl g0

« No need to protest on streets

« No direct confrontation with L.E. R )
CYBER-CRIMES WILL NEVER STOP BECAUSE:

* Inherent slowness of the Institutions

* The Internet is getting more complicated

 Software producers are facing a market challenge
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Defacements by OS (single IP)
copyright www.zone-h.org 2003

T000
5000
/ \ — N GEMNT
4000 — N 21
/ L
2000 i
7/ W BSDTEerIIl‘;F.
/.---" —Solaris family
2000 J //
1000 il —
O T T 1 -.T T _I‘Hl—f\l T T T T T
-— [ o = L% [{e] f— o L] (o} — L] - ) o =] L%
L] L] L] i L] L] L] O L] — — = i ] L] i L]
T T T s s R T T e R R s
L] L] L] L] L] L] L] C L] L] L] Lon] ] ] L] ] L]
L] (o] (o] (o] L] (o] (o] ) L] (o] L] Lon] la ] L] ] L]
Lol [t [l Lot Lol [t [l Lol (ot Lo L] Ly o Lo [ Lol

Ximas|+ Slammer worm

Slammer worm patching

Sept 11th anniversary

beginning of Iraq war

end of Iraq war

Zone-H.org




Universal
Mobile

Telecommunication

System



UMTS vs Wi-Fi (P.A.P.) why not?

 80.000.000.000 USD paid for UMTS
licenses and tight development plans will
force Telecoms to spread the UMTS service
as fast as possible offering connectivity at a
very convenient price.
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The UMTS 3G platform

Data bank
Office files

Mobile computing
Web browsing

NO LIMITS: they will do whe
a PC cu rrently does as they

other commercial OSS
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The conceptual weaknesses in UMTS

Fi¥ |settings o 7:16 (3

*\Weakly built operative system

Regional Settings
Memory stacked application and data (SR -
Appearance samples
Win pocket PC running memory stack  Time: 7:15:13 PM
low hiah short date: 102101

Long dake: sunday, Ockober 21,
2001

Paositive numbers: 123,456,739.00
Meqgative numbers:  -123,456,759.00
Positive currency: ($123,456,739,00)
Negative currency:  $123,456,759.00

............................................................................................

...........

FE e ey R oy R R T Rl e o R Sy e e et R BT R et

Win pocket PC storing memorystack — -~~~ =~~~ == &P
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Hovy UMTS works
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Using OS security flaws

Through open ports

Virus (mail, downloaded prgs)

Trojan (mail, downloaded prgs)

Using components flaws (media player
browser, active sync etc.)

Webserver flaws
Exploiting application [ees
level

Search The Register

. Security flaw in Pocket PC Phone Edition
Ey Simon Rockman, YWhat Mobile
The June issue of What Maobile

B The page cal Posted: 18/05/2002 at 08:50 GMT
magazine reveals a security flaw in

l—
rhe  ehanaed. o Il:ll:lkln( MOBILE
name changed, or is tem the supposedly integrated Phone
ZO n e— H . O rg Edition of the Pocket PC operating syster.

Maobile phones offer protection against unauthorized use in the form




DIRECT DAMAGES

Loss of precious information
Denial of service (received)
Denial of service (attack), $$$ loss
Espionage (loss of documents)
Eavesdropping (audio and video)
Unauthorized online shopping
Bank account unauthorized access
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a Microsoft SOL Server Digital Dashboard 3.0 - Microsoft Internet Explorer

J File Edit Wiew Fawvorites Tools  Help

J = Back - = - @ i | @Search

> J Address @ Z:\sgldashldocumentstinstall. htm

Microsoft

SQL Server

Home

Overview

Release Motes
System Reguirements
Install

Documentation

Zone-H.o

Digital Dashboard 3.0

Installation

Setup for the SQL Server Dashboard must be run on a web server that |
database in which to store dashboard and Web Part definitions. Access
or a local connection to an instance of SQL Server installed on the sam
will be prompted to specify the name of your SQL Server, database, anc
used to connect. If the database does not exist, Setup creates the dat
you create an account specifically for your SQL Server Digital Dashboan

Y¥ou should also check the system requirements before installing any of tne QL server Ligital vasnooara
components,

Installation Components

Install the Microsoft SOL Seruer Dll:utal DaShbDard 3.0

Run the Setup program

stall the Microsoft Digital Dashboard Offline Replication Client

Run the Pocket PC Client Setup program to install the Microsoft SQL Server Offline Replication application,

ead about the Microsoft Ofﬂ:e »P Developer SQL Update F‘atu: ar‘u:l ﬁ:ulll:uw a walkthrough to help you use

&]

- I_ I_ @ My Compuker




J File Edit ‘Wiew Faworikes Tools  Help

| =Back v = - (@D at | isearch | | address @http:mn.a.ma.lzzf

Welcome to the Windows CE Weh Server Beta!

P
Wn&ows”f'-ce

© 1999 Microsoft Corporation. All nights reserved.

Mote that you must read the attached LEGAL information before using this software.

We are providing an Internet newsoroup at newsgronp micraseft publicwindowsce. betgwehsemver to enable peer
program. We will attempt to momtor this newsgroup for 1ssues, but we cannot guarantee a response to each 1ssue. Tt
the dacumentation especially the sections concerning the kcense, the install process, etc. For bug reporting, there 13

httpffwndowsce microzoft comibuclor asp, which can also be found from http dfwwrw microsoft. comiwindowsce/embe

Windows CE Platform Builder, white papers and other tools.

Included i thiz wersion:

« HTTF/1.0 Support

o I[ZAPT Extensions

o [SAPT Filters

L] Logg;mg

» Extremely Configurable

o Basic Authentication {The final version will include NTLM Authentication as well,)
o AST Suppott (for Jupiter devices oniy)

Here iz a usefil ink that allows vou to Administer the web server, Z O n e - H [ O rg

To see the complete description of features, see Webzerve doc.




iz CUiL NI mayuriLes

[N meip

@ htkp:/f10.8.148. 122 adminvrooks

| Links 2

J GBack - = - () i | ‘h search » J.ﬁ.ddr

View and modify virtual paths
Virtual Path Physical Path Authorization | ead |Execute | Seript | 0 e | Dolete
Access | Access |Access
pa——— Yes @ Yes @
Tes & :
cC - Mo € hdadify Delete
o © o
Tes & Ves @ ||LE5 ®
|,-’Images hWindDwstwmﬂwmwpul |F"ub|in: j Mo hodify Delete
o © o
Tes & Ves @ |10 ®
|/Dashboard [uvindowsiMSOFFDD.c || Public -l N Modity || Delete
o € © o €
Tes & Ves @ Tes &
|/Admin [windows\httpdadm.dil || Public =l Mo Madify | | Delete
Mo € © Mo €
Tes & Ves & |1 ®
|..“ |Rwinduwshwm-“w~wput |F"ub|i|: j Mo € hAodify Dielete
o € © o €
. . . Tes® |[Yes @ |Yes
Add newe wirual path Ao new physical path Public - Add
I P I P P I J Mo & Mo & Mo ©

To save changes, click modifiy by the appropriate path. To make changes take effect, select Eestart "Web Server from the main page.

(3o to main page.
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a Pocketpc - ftest/Program Files/Compaq,/Phone/ - Microsoft Internet Explorer

J File Edit ‘iew Favorites Tools  Help

J EBack + =+ @) ﬁl@Search

= J.ﬁ.ddress @ htkpeff 10,5, 148,122 test [Progr am%:20Files/ Compag/Phone

Pocketpc - /test/Program Files/Compaq/Phone/

[To Parent Directory]

2.1.2002 16:26
Z.1.2002 1a:26
12.6.2003 17:55
27.6.2002 12:17%
27.6.2002 1=2:17%7
a7.6.2002 1=2:17%7

5E736 Wireleszs Pack.exe
38400 ProductInfo.dll
SDE T —

O CallHist.dat
R ——
[} T T T




ZX Pocket IE Home - Microsoft Internet Explorer - |O] x|

J File Edit View Faworites Tools  Help
J P Back -~ = - @ al | @Search = J.ﬂ.ddress @http:,l‘,l'llj.a.HE.lEE estiWindows)

Welcome to Pocket Internet Explorer

Tap below For useful sites and services!

.. PocketPC.com

0]

& wad oA f

msn* Mobile

@ Avant Go-

[
4

& || |4 Internet
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3 http://10.8.148.122 /test "'Windows /messaging /0c0028b8 1 000001 F.mpb - Microsoft Internet Ex

J File Edit Wiew Favorites Tools  Help

| Back ~ = - D 74 | ‘Bysearch | | address |@ jwindows{messaging/0c0028b81000001F.mpb ¥ | @ Go

Hello This 15 a rerinder that all matenals for the DefCon 11 conference CD are due on July 15, 6P, PST.
Mo exceptions. Matenals that can be mcluded on the CD are: presentations (. s: wersions must be
accompanied by ppt versions), white papers, tools, mowies, demos, music, labliographies, references, etc.
DOWTHOLD BEACE . Also, please zip or st all the content and send forth with de-11-yourname Thanlos in
adwvance. -- The BlackBeetle "Flayving with chopsticks will cause wvou sphnters
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ZH2003-5SA
windows beta

webserver for pocket

pc: full remote access

The default installation of
windows beta webserver allows

ASHAMED, an attacker to gain full remote
EMRARRASSED, access without authentication
DIS@RACED simply logging to

http://attacked host/admin



Privacy threat

» Cyber-stalking (GPS)

» Cyber-stalking (last node ID) {h 4 3
- Direct targeting . The wideband nature ofthe 7 =
UTRAJ/FDD facilitates the high resolution in
position location. The duration of one chip
(3.84Mcps) correspond to approximately 78
meters in propagation distance. If the delay
estimation operates on the accuracy of
samples/chip then the achievable maximum

accuracy Is approximately 20 meters.
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What a UMTS hacker should study: links

 http://www.tutorgig.com/searchtgig.jsp?query=um
ts (several tutorials)

 http://www.ericsson.de/downloads/pressenews/pra
esentation _cornelius_boylan.pdf

 http://lasecwww.epfl.ch/newtechnologies/slides8.p
df (excellent paper)

 http://www.sans.org/rr/paper.php?1d=253
 http://www.pocketpcdn.com/

 http://www.itsx.com/pocketpc/BH-AMS-2003-
ItsX.ppt

 http://www.3gpp.org/specs/titles-numbers.htm (all
3G specs and current releases)
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Home automation

UMTS WORLD H.A.S. WORLD
(EIBA, X10)



The Internet refrigerator

I

Digital Features

Zeneral

- Titting, pull-ouwt 151" touch-zcreen for accessing all services

- Built-in stereo speakers, CCD camera and microphone for
ertertainmert, interactive and messaging services Information

- Electronic calendar for keeping important dates

- Electronic nutritional fact file for tips and information on food products
purchazed

- Track foods and their storage time in your fridge freezer

- Electranic user festures and mairtenance manuals

- Zelf diagnostic svystem for highlighting faults

- Phone Mumber Managemert

- External Management

- Cooking Recipes

-'Weather Infarmation

- Handweriting Recognition

Communication

- Fullirternet access

- E-mail, video mail, voice-only and on-zcreen text messaging services

Internet Refrigerator
Demanstration

back

@ 2002 L Electronics
The fridge’s built-in PC is a low-spec affair based on a 300MHz National
Semiconductor Geode processor, 128MB of RAM and a 17GB hard disk.
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Semiconductor Geode processor, 128MB of RAM and a 17GB hard disk.

It runs a modified version of Windows 98
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Digital Features
Zeneral
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The Internet oven

/HONEY, OUR THANKSGIVING TURKEY HAS\

BEEN BURNED BY A PAKISTANI
CYBERFIGHTER IN RETALIATION OF THE
KASHMIR TERRITORY OCCUPATION ..




Are we now scared about
the implementation of
these new technologies?

What system will be invented to let us
feel secure and keep our privacy safe?

Is there anyone who can help me to get
rid of these techno-nightmares?
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Call 1-800-AMISH !

SyS64738 Zohe-H.org admin@zone-h.org



