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Digital Millennium Copyright Act

The authors of this presentation respects the intellectual property rights of others and is committed to complying
with U.S. Copyright laws. Our policy is to respond fo nofices of ollegfed infringement that comply with the Digital
Millennium Copyright Act. The Digital Millennium Copyright Act of 1998 ("DMCA") provides recourse for owners of
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If you believe representations of your work has been copied or otherwise runs afoul of DMCA during this
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c :

A physical or electronic signature of a person authorized to act on behalf of the owner of an exclusive right that
is allegedly infringed;

Identification of the copyrighted work claimed to have been infringed, or, if multiple copyrighted works at a
single online site are covered by a single nofification, a representative list of such works at that site;

|dentification of the material that is claimed to be infringing or to be the subject of infringin? activity and that is
to be removed or access to which is to be disabled, and information reasonably sufficient fo permit the service

provider to locate the material;

Information reasonably sufficient to permit the service provider to contact the complaining party, such as
address, tfelephone number, and, if available, an elecfronic mail address at which the complaining party may
be contacted;

A statement that the complaining party has a good faith belief that use of the material in the manner
complained of is not authorized by the copyright owner, its agent, or the law;

A statement that the information in the nofification is accurate and under penalty of perjurY, that the
complaining party is authorized to act on behalf of the owner of an exclusive right that is allegedly infringed.

The Designated Agent for notice of copyright infringement claims may be reached as follows:

Kevin A. Estis kevin.estis[at]gmail[dot]com

Randy Robbins randy.robbins[af]lgmail[doflcom




Why Use the Apple TV¢

Because its’ HOT...
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Why Use the Apple TVe




Overview

1.What is the Apple TVe
2.How Is It different?¢

3.How Does it Get Modified?

— The Old Way
— The New Way

4 Walkthrough Two Patchsticks

— atvusb-creator
— aTV Flash




Overview

5. Forensic Data

Hardware Analysis from a Forensic Examiner Perspective
Software Summary from a Forensic Examiner Perspective
File Structures
Basic Forensic Considerations
General Forensic Considerations

e Discovery

* Investigations

* Files (AlImost) Always Modified

Apple TV Files and Directories Important to Forensic
Analysis

e Basic Areas for User Data
e Areas Where Most Data Resides




What is the Apple TV?¢




Overview

1. It is a Digital Media Player

2. Appliance made by Apple
Computer based upon Mac OS
X

— Works with iTunes & IPhoto (plays
what they do)

— Built-in 802.11a/g/n

— Uses Quicktime components to
play mediao

— Apple TV Operating System may
be modified easily




How Is It different?¢




How Is It different?¢

1. Bullt on an open-source OS

— Darwin, Berkeley Systems
Distribution (BSD) Unix...the back-
end of Mac OS X

— Uses the Apple Fronfrow
application as the GUI

2. Does not have digital video
recording (DVR) capabilities

3. Synchronizes content with
ITunes and iPhoto




DArwin

1. Full kernel system for stabillity

2. Kernel extensions for feature
extensibility
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Apple TV and the IPhone

— P /24 - 10 -

Control oo [| “semngs Control "bome

Semngs Control

Use gestures to control your Apple TV. Video Playback Audio Playback

m Tap 10 play or pause u Tap 10 play Oor pause.

= Flick left or right, or drag and hold, 1o Drag left or right and hold 1 rewind or
rewind or fast-forward tast-forward

Flick down 0 show chapter markers
Flick heft or right for previous of next
then fick left or right 1o skip .

Flick, or drag and hold, %0 move the -
ON-STresn 5 Tap to select %0 ) Drag two fingers left for replay

menu menu menu

PO for man mery PO for man mery PO for man mery

Shake 1o toggle keyboard... Two fingers




ITunes Store

Watchmen

A complex, multi-layered mystery adventure, "Watchmen® is set in an alternate
1985 America in which costumed superheroes are part of the fabric of everyday
society, and the Doomsday Clock--which charts the USA's tension with the Soviet
Union--moves closer to midnight. When one of his former colleagues is murder..

Movie Details Actors Director Producers
Drama Malin Akerman LZack Snyder Lawrence Gordon
Released 2009 Billy Crudup Lloyd Levin
162 minutes Matthew Goode Deborah Snyder
®m Carla Gugino
hhddd Jackie Earle Haley

] $399 $499 $1499 eee

Play Trale Rent Rent [HO) Buy More

Summary Carla Gugino

Add to Wish List
Actors

Malin Akerman

Billy Crudup

Matthew Goode
“Grlacugino

Jackie Earle Haley

Jeffrey Dean Morgan

Patrick Wilson
Director

Zack Snyder
Producers

Lawrence Gordon

Lloyd Levin




ITunes/IPhoto Sync

Synchronize confent from iITunes and

IPhoto
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Tunes

Syrcing “Mackin with-ATVUSE"

Copying 1 of 2174: Tregx Thender Direczors Cot )
) |

Summary

Name: Hackin-with-ATVUSE
Capacaty: 1284 C8
Software Version: 2 3

st o |

« Automatic Sync

ITunes antomatically Chotses Ihe 2uS0 and vided 10 SYNC, Pwing DHonly 10 ftwer Tems
ems fOt synced dre aviialie 0n your Agple TV when (Tunes IS Ogen

@ Custom Sync

You Ch0o0de what 3udio and video 10 Synd. A space Alows, items are added i This order
movies, TV shows, music, podcases

L. Show only the synced items on my Apple TV

You may choose the photos 1o sync 10 your Apple TV by clicking the Photos tab. '




How Does It Get

Modifiede




Two Ways to Modity

1. The Old Way

— Remove the drive (void the
Welifelala%

— Copy over scripts/binaries
manually

— Generally more reliable but fime
consuming

2. The New Way

— Point, click, modify

— Sometimes stuff doesn’t install/
work




The Old Way
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SATA /IDE o USB 2.0 Adapter
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Step 2: Enable SSH

U] Aevirea b A sttt K Cp -0 St InSsand N0 Lused RO utr S Ly
0] hevitsatisiaaretind X 0 -5 SIvstenl Lbrary /LonchDosent aah .o | 10 AN L uset /UEBOOL Syt on/L | Lo oy AL ourchDosedrd/
8] hevinest i steecrhech o X ||




Step 3: Enable VNC

[1] kevinestis@macnhock:/% sudo cp -pR /Library/Startupltems/0SXvnc /Volumes/0SBoot/Library/Startupltems [19:87:54] K

Password: a ]
9:85:16

[8] kevinestisémacnhack:/% [| [t 1



Step 4a: Enable kext

(0] hevineatisiatreharh Sarme LK DISatoh soch arme L.prelinh mOth beene | potched Turbo-11-ub-ond-wotohiog-2 NS baoire {I0428000) .
(8] hevinrestistaaeie® Sarne LX odS wach barme | .potched {16126108)

NArStoetrec LA MedociLoel a0e mOCh e | ootched E
18] Sevireat i sieacebanl Sarne LX oy S0Ch harne LL.orel Lok sdh heane | pre | ik Dockup
(8] hawineat i sOnarrRaet Sarne LX wv SO0h arme | potehed mach beene | prelink {36128249)

(8] hevineat | stmaorheck sarme X [ {36127502)

AR Ca
{36:28106

8] kevinestis@macnhack:Desktop® cp turbo_kext_enabler.bin /Volumes/0SBoot/hacks [18:19:31]

[8] kevinestis@macnhack:/% cp -R /System/Library/Extensions/I0USBMassStorageClass.kext /Volumes/05SBoot/System/Library/Extensions/ [18:28:38]
[8] kevinestis@macnhock:/% cp -R /System/Library/Extensions/I0StorageFamily .kext /Volumes/05Boot/System/Library/Extensions [18:38:45]
8] kevinestis@macnhack: /% cp -R /System/Library/Extensions/I0SCSIArchitectureMode lFamily .kext /Yolumes/05SBoot/System/Library/Extensions [18531:42]
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Step 4b: Enable kex

(8] hevinest il staraiand L8 200 Tromirowiopp Lety . local
Mayeird !

LOSt LO00nd Thu Mov 29 20005211 D907 Trom mOrhodk . Lol

L0n-2 58 o8 MO/

L2 5t 9000 /MOAS VD0 et el Ler bin

PAs Srogrem o8 Qopyright 2007 Turtd (Mike Byarme ) ond MAY NOT be distribaaed,
ALL TWVLS reserved.
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E
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Step 5: Verity USB Drive

aLon OX
D002 50 5500 et Lo0d SIvstea/L Lbrary Eters | Oored/ | CUSEMOa S ot 0peC | 00e et
Mt L000: SSrtten/l LBrary,/Eotend Lond/ [OUSENMOropeC | 0dd Jtot 100060 Sutceserfvily
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3 ot partitlon_sm HA.5:8 diskld
Nola FS Nitisdiao 1.5 @3 diskisd
Soshe2 54 '




Step 6: Use Only USB

-bash-2.85b% cp -R /mnt/Media/* /mnt/Scratch/Volumes/Multimedia/
-bash-2.85b% sudo mv /mnt/Media /mnt/Media.backup

Password:

-bash-2.85b% sudo Ln -s /mnt/Scratch/Volumes/Multimedia /mnt/Media




Step 7: Install ATV

-bash-2 .85b$

Music
nitoTV
Podcasts
Photos

Settings

Awkward TV

Sources

& pownload Plugins

Applications Menu Plugin
atvTorrents

ATVFiles

A Series of Tubes

Peribin

AppleTV RSS Plugin
Streamer
aTV-ShareMounter
Apple TV Closer




-bash-2.85b% sudo ./instal lme

Password:

installer: Package name is nitoTY 8.2.6
installer: Installing onto volume mounted at /.
installer: The install was successful.
Restarting Finder...

’ Installation Manager

iuuﬂ!auﬂuyer(h;;ts

Install Turbo's Kextloader
Seart Installer

Safe Update

TunesFsS Install

Install Emulators




Step ?2: Install Perian

*  Manual installation (nitoTV install didn't work)

 Lots of command line

Apple TV by default supports this:

SUPPORTED FORMATS
MPEG-4 ang H.264

AIFF, WAV, MP3 AAC, Apple
Lossess, and Protected AAC

JPEG, BMB, GIF, TIFF, ana PNG

Perian supports
e AVI, FLV, and MKV file formats

e MS-MPEG4 vl & v2, DivX, 3ivX, H.264, FLV1, FSV1, VPé, H263I, VP3,
HuffYUV, FFVHuUff, MPEG1 & MPEG2 Video, Fraps, Windows Media
Audio v1 & v2, Flash ADPCM, Xiph Vorbis (in Matroska), MPEG Layer
Il Audio

AVl support for: AAC, AC3 Audio, H.264, MPEG4, and VBR
MP3Subtitle support for SSA and SRT



Step 10: Rip/Download & Enjoy
Copy, Play

4 |
e
: -
e = S
'- & A =
Brce | - -
Tl <
T :

10354 movies of premium DVD quality




The New Way




Patchstick Summary

* Requires a USB drive

Uses boot.efi from an existing
Apple TV OS disk image

Some version of bootable Linux

Enable SSH and add Finder.app
appliances (*.frappliance)

Made for use by people with basic
understanding of computers




aTlV Flash - Overview

73 ATV fash

The Usimate ApsleT

ATVFLASKH

The Ultimate AppleTV
Enhancement

Select a version below to learn more.

Mac PC

Tiger/Leopard

More Movies '3 . Manage Plugins

Podcasts
™
YT
‘ AlrControl
) ATVFiles
| —

SEmE—— XBMCLauncher ot it aibed
Couchsurfer Cpdate
’Aﬂ\.
nitoTV

Sapphire
- Applications

EyeTV.app

Firefoxapp
Google Earthapp
SlingPlayer.app



aTV Flash — Patchstick Setup

TVFI sh Installer
select a disk for

 Selects a USB drive

aTV Flash
wants to connect to www.atvilashcom on TCP port 80
(httph. Mide Detaily

P Addvess 74 124204 183
Catabliahed By /Applcationa/aTV Naah/aTV Maww app Contenta/
MO8 Javalopl £ aton St b
Frocess 1D 2567

© 2009 Fire Core, LLC m
) Any Conmection
e Calls home to check for e
Internet connectivity S
oy ) ()

The installer requires an AppleTV update file to proceed.

Q If this is your first time installing aTV Flash select Download File.

* Either download -«-
The UdeTe Or Te” iT M this file has previously been downloaded select Locate File,
where the file exists et e R RE IS




aTV Flash — Patchstick Setup

Downloading Apple TV Update File

 Downloads the Apple
TV OS Update

Select the plugins you wish to install
Standard
™ FTP, SFTP & SSH Access
8 Video/Audio Codecs (Perian, A52, Mplayer, etc)
M NitoTV - Play additional media files, and much more
E Couch Surfer - Safari based web browser

¥ Maintenance - Toggle auto-update on/off, and install extras
Advanced
"1 Sapphire - Organize media using the Internet Movie Database (IMDB)

o Te | | i‘I‘ Wh G'I‘ "1 ATVFiles - Simple plugin for browsing and playing stored content

) Jaman Movies - Rent and play an eclectic mix of independent films
yo U WO n'l' ‘I'O "1 AirControl (beta) - Support for the Loop pointer from Hillcrest Labs
71 XBMC & Boxee - Popular media centers
™) Disable Auto-Update - Disable Apple TV auto-update (reversible)

-

aTV Flash installer
Mease select & disk for istallation

‘ , aTV Flash has been successfully installed
The drive is now unmounted and ready to upgrade your AppleTV,

=D

© 2009 Fure Core, LLC




aTlV Flash — File Structure

« alV Flash.app is the actual
application

A hidden subdirectory root
Is created; this is what is put
on the thumbdrive

Noftice the directory TR

stfructure of applications » 0

» L \rytoardmagi
» il ram

(including the .plist for
CouchSurfer) and the
latestXXXX.dmg at the
bottom of the window

EEEERE
L
s E

ath

-
& el 24rE 2967502 vy
& leatl2a8471122005 4v
.. ( - Y

Ui ™ 1of$2 hems . 77.3C8used 3




alV Flash — Patchstick.sh

LAtChstC s
Last Saved J)2/09 7 3403 ™
~ e I JASEIMASONS FATY Flash [ root ) patd halich sn

panch k. sh

A fedwin t o
fdwvicoracie

-t
dir fentsoot

SdevSaced Sert 050cct

Comachs A Aot/ or e | e
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ATVUSB-Creator Overview

ATV USE Creator

L]

. - AppleTV
ATVUSBOCreo’ror creates an open-source s D
patchstick. T

owrkasd AppleTV Updace QUG g | AWITV version 2.

ATVUSB-Creator can also create a oo, | (D
"Booftstick”...if you want fo boot a Linux distro  |g . :

Windows and Mac versions

Application is being actively @ stvusb-creator

_—~  USE fash dvive creater for the Apple TV

developed and improved PR ook s o5

Summary | Updales | Peopie

The uber USS fash drive creater for the AppleTV.
Croatos USS Aash drive based installors that include
patchedck, factory rosiore ang vanows Linux
dstributions.

Adds SSH, File Utils, Software ——

Menu, and XMBC/Boxee fo Apple s—
TV “

The IneV®PC CSX version of atvust-crealor
The Windows XP/Vista intorim soluton gty win

Note that the current version is atvusb-creator
1.0.610 and atv-win-1.0.b11 zip

ATV USB Creator




ATVUSB-Creator -
Patchstick Setup

« Locate a compatible USB thumb drive (not all
are created equal)

Determine appropriate /dev/<target-drive>

OO O ATV USE Creator

Ensure the tools you want are
selected AppleTV

ATV USB Creator
Click “Create Using ->"...unless
Maowr

you are rolling your own “uber” A" ] ‘)
ATV Recovery DMG Onwron gV gt U ST mends ¢

(" Choose aOMC ) Vo wd oo

INn about two MmiInutes, YOUu have [

moert_duk seciing Selay (10 secondy)

a handy-dandy ATV-USB .k soing ka0 socondd

SLET PRIONIMA O Targel Ok

Creatfor pafchsfick Comee BN

Inalunes Opepes

USS Target Device

( Create Using -> £ | rdevio2




ATVUSB-Creator
Patchstick Sefup —

ATVUSB-Creator makes two ';;. o

parfitions on the thumb drive t‘.ﬂ

e Uses EFl fo mount ATV drive and i
make modifications

- .~'-'..o '
Nave
¥ B payloads
¥ B pelchatck
¥ N pechages
¥ B bissisy
' Sis L
| Name  PATCHSTICK s et gr
2 232.9 G FUNTSU W22 | il o - il sh

2 Macintosh MD
- X Dish Ideriber Sh242 ¥ B fropbear
&) S00TCAWP Meunt Poim /Voh ]

| 980 VB USE DISK Pro Media - File System 205 DRended Hum...Wonder |f | dropbenr 2t gt

X Connection Buy
 Cmraerex i oo you can edit o
M::u. gis"l)vnno:rmlxm: 4o tchstick.sh t - =
e 9302 B (975,343,616 Byer) pG CNSTICK.S o ¥ B SoftmareMeny
e add your own wL AN
?:::l © mers Cradled o Cus‘l'om ”'ems L SOTmareVeny, Traspd anie W e

1 Owners ON

(1]
diskds) fe Formatted o L AR Lavni ey

Nt meusted Seotable .

s 8 Jeurnaling " ) LM N

PODPOSTNC LA, 2 /341 Journaled o2 . !

Ja Disk Number . — FXBNOL ey fasplanie tar g2
26.9 V8 (26,112,500 By Sion Number 2 —) -

~ PRNMSICE AN

~

? «  $5.1MB01,001.351,520 Bytes)
Partition Number ] ¢ 30.2 VB (975,343,616 Byter)
5.9 MB (26,107,908 Syten)
4

10 TP F 170ems, 9. ENSused o




ATVUSB-Creator -
Patchsfick script g

« ATVUSB-Creator mounts ATV )
hard drive in RW

-to

paschunce. v

-l
sdir *p JSDoot
Tach Nl =1 Jaey feond

e Creates some links and then
searches for “install.sh” scripts it At

10 =4 St oot te fpay i caoe

* Each “install.sh™ configures g s

who .
b NTaplue =1 JSoey/feocd

and installs its package... Hip i S ——

i1 ] -2
acho
sdir “p NGhoot Nuer s trontr e .
T T — fategimg
AppleTV Patchstick by ATVUSH-Creator £ Tindd A sodw/ ~ e
nount ing 0SBoot part it jon - =, o Zo e
nount ing 0SBoot partition i
Instali.sh dad !
N I HFS Plus Y
Last Savedt 10/5/08 1224 26 M ) .::: Ext .:‘f (Il\:'uhll'l‘:n« file
e Pathe /Volumes PATOMSTIC e /Dinut s [iranad ing Catalog file :
= ing multi=linked files.
matald ing Catalog hierarc .
ing volune bitmap.
ing volune information,
olune 0SBoot appears to be 0K,
synlinking /ot rootfs -> /payloads Mre cw/0t0G G
keeping the 0SBoot partition rw for plugins PR e
nounting Media partition
sdaq
HFS Plus volume,
Extents Overflow file,
Catalog file.
b the fuiih e Vo= o OB Y ’ Catalog hierarchy.
22 fpoyloads fpatcha tich fpock opes /MO IGE) MCINGE) (tor .52 volune bitnap. o
wolune information,
. ' DOk e . olune Media appears to be OK.
. - ’:;::-;"“‘(:x:::;: create staging directory for install scripts
ree % U WWINA TS
Chad +4 et v A{PRCINE) . ’ :::::::: ::;::II:
rage fatogirgMMONE) /* omootAar b ind installing Softuarefieny
3 | oy aon 3boair rec tor . re installing XBWCLauncher
ooy iy S renoving staging directory o ¢ O 2
St T vining Please unplug your Apple TV to reboot/reset the device. Western (iiac OS Reman)

o oort Satagingle

If you recejved wo errors above, then you can plug in your Apple TV,
wait 3 minutes, then open Terminal and type: ssh frontrow@applety. |
When prompted for a password, enter: frontrow
= e - c OF% Roeman) ) 2 For other ssh clients (putty, ete):
Unia Shefl 5cripe B O o~ Hostname: appletu.local Username: frontrow Password: frontrow




ATVUSB-Creator - Complete




ATVUSB-Creator




Popular Applications




nitoTV - Overview

gty

YouTube Files
Media Streams

Internet Recent Files
PN Playlists
" jaman | Network

RSS Feeds
Applications

Jaman
Files

Maintenance



E 07:47 PM

(s “| Stream Manager
e ous
KPCC Simulcast
KROQ-HD2 - ROQ of the 80s
Music Vids - SlamTV
www.cartoonsfree.tv

xVDS
Options
Add Stream




Sony's new MegaChanger an...
Microsoft Store concept rev...
Palm complains about Apple...
Apogee debuts GiO USB guit...
Japanese researchers devel...
Samsung confirms a Tegra-...
Sprint's Dan Hesse says An...
Engadget Podcast 156 - 07....
Microsoft relents to Europe...

Mntarnia'e MOTONDEVY "aceo!

Verizon rumored to be pushing up LTE plans to Q1 2...

Fri, 24 Jul 2009 20:41:00 EST

So we already knew Verizon was looking topush LTE out the doorand to about 20 to
30 markets in the second half of 2010, butTech Crunch’sgot it on good word that the
company's doing everything in its power to get the service ready to go in a number of

areas in time for Q1 2010, That's interesting in and of itself, but together with this
morning's whispers ofApple's tablet coming early next yearand past talk of anApple /
VZW partnership, and the tale gets exponentially more Intriguing. AsTCsuggests, a
tablet lacking voice service on the LTE network wouldn't violate AT&T snot-at-all
permanentexclusivity, its source sald there was one LTE device, not a wireless card,
that this early launch was being "specifically geared towards,” but even if so, that
could apply to any number of other non-Apple gadgets (from Nokia, perhaps?). Of
course, much of this s rumor built on rumor, s0 no matter how well these pieces
might seem to fall in place -~ or how potentially awesome the idea might seem —-
there's a large grain of salt you should be taking with you.
Filed under:Cellphones Laptops
Verizon rumored to be pushing up LTE plans to Q1 2010, new Apple device the
catalyst?originally appeared onEngadgeton Fri, 24 Jul 2009 20:41:00 EST. Please see
ourterms for use of feeds,

Read | Permalink | Email this | Comments




Settings

Slideshow Editor
Settings

General

MPlayer

DVD

Categories

Utilities




nitoTV — Overview - Settings

¢ Installation Manager

Install Perian

Install mplayer Codecs
Install Turbo's Kextloader
Smart Installer

ITunesFS Install

Install Emulators

Install WebKit

Install Flash

Install Packages

vV VWV VWV V VWV VWV VNV V Vv

Install TVComposite




Kernel Extension Manager

View Console Log
Reboot Finder

Reboot AppleTV
Shutdown AppleTV
Repair AppleTV

Block / Unblock Updates



nitoTV — Overview - Settings

¥ "
I& Service Manager
SH Access

AFP Access Off
FTP Access On

Console

Apple TV OS Version 10.4.7 (Build 8N5880)
2009-07-24 20:34:05 -0500
2009-07~24 20:34:08.193 Finder[280] settings facade <ATVSettingsFacade: 0x190b120>

Jul 24 20:34:09 AppleTV /System/Library/PrivateFrameworks/AppleTV.framework/Resources/
SettingsHelper: Request to change power settings: 0

Jul 24 20:34:10 AppleTV /System/Library/PrivateFrameworks/AppleTV.framework /Resources/
SettingsHelper: WDOG: reset boot count to zero

Jul 24 20:34:12 AppleTV crashdump[278]: crash report written to: /Users/frontrow/Library /Logs/
CrashReporter/CrashReporter.log

2009-07-24 20:34:12.852 Hotspot Shield[284) File /mnt/Scratch/Users/frontrow/Applications/
Hotspot Shield.app/Contents /Resources/openvpn has permissions: 755, is owned by 0 and needs
repair...

Jul 24 20:34:27 AppleTV FrontRow([280): ITCopyPhotoDatabase returned -43

2009-07-24 20:34:27.776 Finder[280) MouseMagic -> Installing.




NnitoTV




Boxee Walk-through




Where Your Data Lives




Forensics Data — Topics

. Wha’r are the big ticket items?e

Hardware Analysis from a Forensic Examiner Perspective
Software Summary from a Forensic Examiner Perspective
File Structures
Basic Forensic Considerations

» General Forensic Considerations

e Discovery

* Investigations

* Files (AlImost) Always Modified

Apple TV Files and Directories Important to Forensic
Analysis

e Basic Areas for User Data
e Areas Where Most Data Resides



Hardware Analysis

« Small form factor and low noise (no fan)

 Has both 802.11n (which includes 802.11b and
802.11g backwards compatibility) and
10/100Base-T Ethernet abillities, so that either type
of network connectivity may be utilized

Video output from the device is processed via
HDMI or component video, and audio output is
processed via optical or RCA composite
connections.




Software Summary

By default, runs a modified version of the full
Apple OS X operating system

Built upon FreeBSD (a derivative of Berkeley
Software Distribution Unix); very powerful and
equally functional

Capability to run the same programs and
applications as other Linux/BSD servers

Functionality for multiple video, audio, and
picture formats already built-in

Two primary variants of the Apple TV OS: version
1.0/1.1 and version 2.x (also known as Take 2); 2.x
removed a lot of Yunnecessary” applications




Software Summary

« GUID partition scheme, formatted as HFS+, and
(by default) should have four separate disk
partitions:

— Extensible Firmware Interface [EF]

— Apple Recovery for system restores to factory original
— OSBoot for the boot files

— Media for the media files

leTV:frontrow frontrows diskutil list
/dev/disk0 -

# - ~ +  type name *+ size ~+ -+  identifier *
0: ° GUID partition scheme - - *37.3GB -  disk0"
iy »  » BPT+ - 34.0MB- + diskOsl“
~2:  Apple Recovery ° © 400.0 MB disk0s2 *

3: +  Apple HSF OSBoot ‘© 900.0 MB -  disk0s3 "
4: -+ BApple HSF Media -+ 36.0 GB- -  disk0sd "




Software Summary

OS takes advantage of the ability to use symbolic links
(and even has some of the same links)

drwxrwxs-t 2' m—ww
drwxrwxrwed

=E¥=IW=E-=4
PR
~EM-rw-rw-0

drwxr-xz-xi
drwxrwxr-x

-“-t.-h.
~EW=T==C==l

1 u—mhr
3 “.x-huhr
1 atv-hacker
3 atv-hacker
6 atv-hacker
2 atv-hacker
3 atv-hacker
1 atv~-hacker
1 atv~-hacker

drwxrwxz-t 27 atv-hacker

dm:x:.;!

5 atv-hacker
7 atv-hacker
5 atv-hacker
1 atv-hacker
1 atv-hacker

dm::x::x‘ 37 atv-hacker

-2 atv-hacker

acein

1020 apr 10 11:44 . °
238 Apr 10 14:32 .. °

6148 Apr
102 Apr
‘293116 Apr
102 Apr
204 Apr
68 Oct
102 Jun
1024 Jun
2 Jun
918 Jun
170 Dec
238 Jun
170 Apz
19 Jun
21 Jun
1258 Jun
68 Dec
11 Jun
11 Jun
6143072 Jun
170 Nov
21 Jun
1802 Jun
11 Jun
272 Jun
i1 Jun

10
10
10
10
10
23
18
18
18
18

1
18
10
18
18
18

1
18
L)
18
27
18
18
18
18
18

12:11 . N

11144 .Spo-uﬁgt-ﬂﬂ)'

11:54 .Sy=AvQerile -

14132 .Trashes ’

14132 .foeventad

2006 .vol "

2007 Applications *

2007 Desktop DB °

2007 Desktop DF °

2007 Library "

2006 Network "

2007 SeedSqrateh -

11:47 Syatem”

2007 Users -> ./mat/Scratch/Users
2007 Volumes -> ./mat/Scratch/Volumes
2007 bin "

2006 dev "

2007 etc -> private/ete

2007 mach -> mach kernel

2007 mach keroel.prelink
20:40 =t

2007 ’ci.uu ~>» ./mat/Scratch/private
2007 pbin "

2007 tmp -> private/tmp "

2007 usx "

2007 var -> privase/var”




Basic Forensic Considerations

« Discovery

— Conduct a wireless assessment to determine if
wireless networking is allowing the device to
communicate on the LAN or local WiFi
networks.

— The WAP being utilized may or may not belong
to the individual being investigated and/or
aread being searched; information about all
local WAP should be collected

MAC addresses, IP addresses, and signal
sfrength mapping can provide valuable data

Remember USB drives, iPhones, and network
file services (SMB/Samba, FTP, AFP, SSH)




Basic Forensic Considerations

* |nvestigations

— Hard drive is has a GUID partition table
formatted as HFS+; investigation workstation
will need file system drivers for reading HFS/HFS
+ drives

All OS X derivatives utilize Property List (.plist)
files for configuration and some log data. Use
OS X Property List Editor or another viewer
capable of processing XML

OS X uses a database called Netinfo for storing
some configuration data; normally accessed
via Netinfo Manager in OS X prior to version
10.5 (Leopard) (possibly use Netinfo for Linux
by PADL Software)




Files (Almost) Always Modified

« The ATV OS kernel must be patched to
run kernel extensions (mach_kernel)

— Located in /OSBoot/

— Systems modified with patchsticks generally
have copies of the original saved as
mach_kernel.prelink.og

« New kernel extensions loaded into /
OSBoot/System/Library/Extensions

« Secure Shell
— SSHD info /Volumes/OSBoot/usr/sbin
— Dropbear into /Volumes/OSBoot/usr/bin




Files and Directories Important to
Forensic Analysis

« Most user data is located in:
— /Media/Scratch/Users/frontrow

« However, your data is EVERYWHERE:

/OSBoot/System/Library/Filesystems - Used for file-system
component applications, by default contains 2 items but
may have user-added items (such as fusefs.fs for mounting
shares via SSH).

/OSBoot/System/Library/Frameworks - by default has 49
items but users/3rd parties may have added more (such as
AppleShareClient.framework for enabling AFS
connections)

/OSBoot/usr/libexec - Contains executable libraries used
by the OS, By default has 27 items but user/3rd party may
place others (like sftp-server, etc.)

/OSBoot/usr/sbin - by default has 59 items but may contain
others added by user/3rd parties like sshd




Files and Directories Important to
Forensic Analysis

/Media/Photos/Pxx - each folder will have a picture
and a ‘thumbnail’ file for every photo synced with
IPhoto.

/Media/Scratch/Library/Preferences/
SystemConfiguration/autodiskmount.plist -
configuration data for disks to mount without user
intervention, not present by default so it indicates the
user utilizes removable disks

/Media/Scratch/Library/Preferences/
SystemConfiguration/
com.apple.airport.preferences.plist - configuration
data for the Apple TV airport connection (includes list
of known networks)

/Media/Scratch/private/var/run/resolv.conf — contains
DNS servers used to resolve DNS queries by the Apple
TV (this file is configurable by the user).




Files and Directories Important to
Forensic Analysis

« Areas Where Most Data Resides

— Log information in .plist files and the Spotlight
index; Spotlight can be hit or miss

» /OSBoot partition contains some log files normally
found in /var/log on a standard Apple OS X system

» /Media partition has logs in /var/log generally different
than /OSBoot

— Generally, /user/frontrow has all 3@ party apps
and data

« Applications also track a LOT of data

— nitoTV places data in \Media\Scratch\Users
\fronfrow\Library\Application Support\nito

— Boxee places a lot of data in \Media\Scratch
\Users\fronfrow\Library\Application Support
\BOXEE\
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Questions?




