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Agenda

� Introduction

� Overview of UC

� Live demo of Video Eavesdropping

� Live demo of Video Replay and Video Hijack

� VoIP Pentesting trick

� Conclusion
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Introduction

� About VIPER Lab 

� VIPER ~ Voice over IP Exploit Research

� Security research lab dedicated to finding 

� New UC / VoIP attack vectors

� Structural vulnerabilities in insecure protocol / deployment / 
configuration

� Penetration testing team specialized in VoIP / UC Security

� Passionate about VoIP / UC Security

� Replicated a production, enterprise network in VIPER Lab

� Security assessment professionals supported by research and 
exploit developers
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Introduction

� Who we are

• Jason

• Arjun
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What is UC?

�Unified Communications

�Voice (VoIP)

�Video (IP Video)

�Presence and IM

�CTI (Computer Telephony Integration) –
Desktop Integration

�Unified Messaging

�Voice mail and Email in the same Inbox!
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The Business Risk

� Today our presentation will focus on IP Video exploits

� Low awareness as to security threats

• Security practitioners and IT managers are being pulled into projects 
to support these new video deployments.  But until now, no tools 
have existed for carrying out testing of IP video vulnerabilities.

� Video application rollouts as a business driver and ROI

� But what about security?

• Can an attacker gain privileged access to IP data network through 
Video infrastructure?

• How can the IP network be exploited through addition of new video 
applications?

• How can the video applications themselves be attacked?
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Real-world Business Examples 

� IP Video 

�Private IP Video Calling

�Video Conferencing, or “Telepresence”

� IP Video Surveillance

� Video Streaming Applications

� IP TV

� Others?
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IP Video Business Case

� IP Video 

� Private IP Video calls between individuals

� IP Video Handsets (hard phones)

� IP Video soft phone applications

� Many drivers for enabling the business with increased 
productivity, cost-savings, and enhanced features

� Allows remote workers to communicate “in person”
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Telepresence Business Case

� Telepresence
� HSBC rollout:  Saved company US $604,000 in air travel bills
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