Cloud Computing

A Weapon of Mass Destruction?
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A Founded in 2001
A Exclusive Focus: Information Security Consulting

I Security & compliance assessments, security program
development

I Vendor neutral T services only

A PCI QSA, ASV, and PA-QSA Certifications
A Government Clearances
A Industry Focus:

A Retail / payment apps

A Financial services n e S P
A Healthcare

A Energy & Power RISK COMPLIANCE SECURITY
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What can | do in the cloud?
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Cloud Computing?

A ls it a useful tool? A Or a WMD?




Cloud Computing WMD

A Outline
A Threat Agents
 Who and why?

A Attacks

I- Command and
Control

I Attack Types
I~ Results
A Defenses
I Incident Response




Threat Agents

AWho are they?
I Business Rivals
I Organized Crime
I Foreign Powers




A What do they want?
I Bragging Rights
I Money
I Power




Google
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Terms

A DDoS

I Distributed Denial of
Service Attack

A Fragmentation Attack

ATCP Syn Flood

I Sending packets with
only the Syn bit set, and
not listening for a
response




Typical Command And Control

A Who is your herder?
I Typical CNC
I Herder
AController or Scripts
I Bots
Alnfected Clients
ALots of Hosts (Millions?)

ARequires lots of time
AMost systems are Windows




Command And Control

" DDoS Agents
Attack the Victim Host(s)
/ or Network(s)

DDoS Agents
Are Deployed to
Compromised Hosts

Instructs the

’ DDoS Agents

o




Thunder Clap

A Its a proof of concept

A Run DDoS attacks
from the cloud

A Can use social media
as herder

A Rapid deployment
and ramp up of
systems




New Command And Control

A Who is your herder?

I Cloud iIs Herder and Botnet

I Bandwidth is plentiful
ALess dispersed
ALittle prep time

I Control of attack
ASocial Media
AAnonymous
AHard to track




Command And Control

" DDoS Agents
Attack the Victim Host(s)
/ or Network(s)

DDoS Agents
Are Deployed to
Compromised Hosts

Instructs the

’ DDoS Agents

o




Attack Types

A TCP Full Connection

I Could be less effective; not
stealthy

A Packet Fragmentation

I Not implemented in proof-of-
concept

A TCP Syn Flood

I Dangerous, but requires some
serious bandwidth

SYN

SYN-ACK

SYN
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What can we do with this?

A Target a website, server, or service
A Target multiple components or sites
A Potentially target distributed

systems

A Run a lowlife blackmail scheme (we
wonot but, organi

A Sell DDoS services to your
competitors

A Ensure your website is down, for
good.



A Threat agents can hold
your environment
hostage

I Easlily
I Cheaply
I Who watching again?




ThunderClap




Create Environment

A Get credit card

A Create machine image
I Include dependencies

A Deploy zombies




Development

A Create tools
I Scapy
I Hping
I Libdnet
A Develop attacks
I TCP Full
I Syn No Data

I Random Source IP?
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Boom I pwnt!
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Outcome

A Profit
AA seri es
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Inter workings of TC

Program gﬂenaff:i Read
Start - Targets
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