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NetSPI

ÅFounded in 2001

ÅExclusive Focus: Information Security Consulting 
ïSecurity & compliance assessments, security program 

development 

ï Vendor neutral ïservices only

ÅPCI QSA, ASV, and PA-QSA Certifications

ÅGovernment Clearances

ÅIndustry Focus:

ÅRetail / payment apps

ÅFinancial services

ÅHealthcare

ÅEnergy & Power



What is the ñCloudò



What can I do in the cloud?



Whatôs required to start?



Cloud Computing?

ÅIs it a useful tool? ÅOr a WMD?



Cloud Computing WMD

ÅOutline

ÅThreat Agents
ïWho and why?

ÅAttacks
ïCommand and 

Control

ïAttack Types

ïResults

ÅDefenses
ïIncident Response



Threat Agents

ÅWho are they?

ïBusiness Rivals

ïOrganized Crime

ïForeign Powers



Motivates

ÅWhat do they want?

ïBragging Rights

ïMoney

ïPower



Power



Terms

ÅDDoS

ïDistributed Denial of 

Service Attack

ÅFragmentation Attack

ÅTCP Syn Flood

ïSending packets with 

only the Syn bit set, and 

not listening for a 

response



Typical Command And Control

ÅWho is your herder?

ïTypical CNC 

ïHerder

ÅController or Scripts

ïBots

ÅInfected Clients

ÅLots of Hosts (Millions?)

ÅRequires lots of time

ÅMost systems are Windows



Command And Control



Thunder Clap

ÅIts a proof of concept 

ÅRun DDoS attacks 

from the cloud

ÅCan use social media 

as herder

ÅRapid deployment 

and ramp up of 

systems



New Command And Control

ÅWho is your herder?

ïCloud is Herder and Botnet

ïBandwidth is plentiful

ÅLess dispersed

ÅLittle prep time

ïControl of attack

ÅSocial Media

ÅAnonymous

ÅHard to track



Command And Control



Attack Types

ÅTCP Full Connection

ïCould be less effective; not 

stealthy

ÅPacket Fragmentation

ïNot implemented in proof-of-

concept

ÅTCP Syn Flood

ïDangerous, but requires some 

serious bandwidth



What can we do with this?

ÅTarget a website, server, or service

ÅTarget multiple components or sites

ÅPotentially target distributed 

systems

ÅRun a lowlife blackmail scheme (we 

wonôt but, organized crime might)

ÅSell DDoS services to your 

competitors

ÅEnsure your website is down, for 

good.



Outcome

ÅThreat agents can hold 

your environment 

hostage

ïEasily

ïCheaply

ïWho watching again?



ThunderClap



Create Environment

ÅGet credit card

ÅCreate machine image

ïInclude dependencies

ÅDeploy zombies



Development

ÅCreate tools
ïScapy

ïHping

ïLibdnet

ÅDevelop attacks

ïTCP Full

ïSyn No Data

ïRandom Source IP?



Boom ïpwnt!

D00D, we is 1337 



Outcome?

ÅProfit

ÅA series of tubesé



Inter workings of TC


