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Disc Layout Protection

ÅGames distributed on floppy disc

ÅEasy to duplicate

ÅUse Unique disc layout

ÅE.g. change sector/track markings

ÅRequires custom reading method

ÅFailure prevents loading

ÅBroken through nibble copy

òFeeliesó

ÅUse external token to confirm ownership

ÅE.g. physical dongle

ÅFailure prevents launching

ÅBroken through game code modification

ÅUse user-based challenge/response

ÅE.g. code wheel, handbook, etc

ÅFailure stops game/changes behavior

ÅBroken through (over time much less) 
painstaking token duplication



}Could be nice game add-ons

}Effective as long as token is hard to copy

}Now outdated due to easy digitalization & Internet



CD Layout Protection

ÅGames distributed on CDs

ÅSame old problems

ÅBreak Red Book standard

ÅBroken sectors, oversized disc

ÅPrevents standard copy 
procedure

ÅFailure prevents loading

ÅBroken through error-resilient 
hardware, advanced nibble copy 

Registration Key

ÅUse of key value to confirm 
ownership

ÅDerived through cryptographic 
algorithm

ÅRequired for installation, 
multiplayer features

ÅBroken through reverse-
engineering, online databases

ÅStill the first defense



Code Obfuscation

ÅAll copy protection is useless if 
game code can be changed

ÅObfuscate binaries

ÅPre-2000 mostly custom 
solutions

ÅPost-2000 added as middleware 
(system components)

ÅDe-obfuscation & patch possible 
(cracks)

Networked DRM

ÅCracks are surprisingly effective

ÅCombine disc layout, registration 
key, code obfuscation

ÅAdded online registration 
requirement, often limits number 
of installs

ÅCan still be removed, but raises 
the bar



Social DRM

ÅEliminates physical 
distribution, downloads only

ÅContent protection built-in

ÅAdds:

Åuser identity

Åpayment information

Åsocial network

Åonline requirement

DLC

ÅAdditional game content for 
purchase

ÅTied to game registration and 
user account



ÅObfuscation

ÅStarForce

ÅCD Copy

ÅCD Checks

ÅLaserLock

ÅMixed

ÅSafeDisc

ÅDiscGuard

ÅSecuROM

ÅFADE

ÅCurrent

ÅTAGES

ÅSecuROM

ÅStarForce

ÅNext-gen

ÅòEA DRMó

ÅòUbisoftDRMó

ÅContent Delivery

ÅSteam

ÅGfWLive

ÅBattleNet

ÅStardock

ÅWalled Garden

ÅiPhone

ÅXbox Live

ÅPS Network



ÅIntended to protect 
game from duplication

ÅCD/DVD layout

ÅCode obfuscation

ÅRegistration key

ÅAdded as middleware 
and system 
components

ƁIntended to prevent local copies

ƁNeverleaves the local system

¶Might modify the local OS,

install drivers, etc.

¶Stores data locally



ƁAdvances in computing and technology break copy 

protection

¶Digital Reproduction

¶Binary analysis technology

¶Hardware

¶Internet

¶é

ƁCopy protection relies on error-case functionality

¶Removal is possible



Åòétechnology that 
inhibits uses of digital 
content not desired or 
intended by the 
content provider...ó*

ÅCombine disc layout, 
registration key, code 
obfuscation

ÅOnlineregistration 
requirement, often 
limits number of 
installs

ƁIntended to monitor proper usage

ƁIn terms of privacy:

¶Unique Machine Identification/User ID

¶Machine Fingerprint

¶Exposes usage over the network

¶ Install/Startup: when is user starting a game?

¶Runtime: when is user playing a game?

¶Next big thing: content execution

¶All other security concerns

*Wikipedia



ƁSecuROMDRM
¶Requires online registration on install

¶Installation limit ðno uninstall tool (3x)

¶òPhones homeó

ƁSeptember 2008
¶"Most pirated Game everó

¶Available on BitTorrentbefore release

¶downloaded >500,000 times

¶90% 1-Star ratings on Amazon

¶DRM binaries remain on disc after uninstall

ƁDecember 2008
¶Uninstall tool released



ƁTAGES DRM

¶Requires online registration on install

¶Installation limit (5x)

ƁDecember 2009

¶Servers overwhelmed by Steam sale

¶Most legal installations fail during

the holidays



ƁòUbisoftDRMó
¶Requires permanent network connection
¶Reset to checkpoint on disconnect

¶Tied to user account

¶Stores saved games in the cloud

ƁMarch 2010
¶Authentication server failures
¶10+hrs offline

¶Single player users locked out

¶ò95% of players were not affectedó

¶Cloud saves often fail

¶Patched quickly
¶Resume gameplayafter connection is restored

¶Local saves are allowed


