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Historical Development
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Disc Layout Protection OFeelies

AGames distributed on floppy disc AUse external token to confirm ownership
AEasy to duplicate AE.g. physical dongle

AUse Unique disc layout AFailure prevents launching
AE.g. change sector/track markings ABroken through game code modification
ARequires custom reading method AUse userbased challenge/response

AFailure prevents loading AE.g. code wheel, handbook, etc
ABroken through nibble copy AFailure stops game/changes behavior

ABroken through (over time much less)
painstaking token duplication




Feelies

; Could be nice game adans
1 Effective as long as token is hard to copy
1 Now outdated due to easy digitalization & Internet




Historical Development

CD Layout Protection

A Games distributed on CDs
A Same old problems
A Break Red Book standard
A Broken sectors, oversized disc

A Prevents standard copy
procedure

A Failure prevents loading

A Broken through errorresilient
hardware, advanced nibble copy

Registration Key

A Use of key value to confirm

ownership

A Derived through cryptographic
algorithm

A Required for installation,
multiplayer features

A Broken through reverse
engineering, online databases

A Still the first defense




1980+, 2000+

Code Obfuscation

A All copy protection is useless if
game code can be changed

A Obfuscate binaries
A Pre-2000 mostly custom

solutions
A Post2000 added as middleware
(system components)

A De-obfuscation & patch possible
(cracks)

Historical Development

Networked DRM

A Cracks are surprisingly effective

A Combine disc layout, registration
key, code obfuscation

A Addedonline registration
requirement, often limits number
of installs

A Can still be removed, but raises
the bar




Historical Development

Social DRM

AEliminates physical AAdditional game content for
distribution, downloads only purchase

AContent protection builin ATied to game registration and
AAdds: user account

Auser identity

Apayment information

Asocial network

Aonline requirement




Copy Protection to DRM

Copy Protection

AObfuscation
AStarForce

ACD Copy
ACD Checks
ALaserLock

AMixed
ASafeDisc
ADiscGuard
ASecuROM
AFADE

\

Networked DRIV

ACurrent
ATAGES
ASecuROM
AStarForce

ANextgen
AODEA DRMO6
AdUbisoftD R M6

AContent Delivery
ASteam
AGfWLive
ABattleNet
AStardock

AWalled Garden
AiPhone
AXbox Live
APS Network




Privacy Study - Copy Protection

> Keeps local state only
Blntended to prevent local copies

CopYARIGIECH Gl

Alntended to protect BNeverleaves the local system
game from duplication _ _
QCD/DVD layout 1 Might modify the local OS,
Code obfuscation . .
ARegistration key install drivers, etc.
AAdded as middleware 1| Stores data IocaIIy

and system
components




Copy Protection

» E_[FAIL Case:

BAdvances in computing and technology break copy
protection

Digital Reproduction
Binary analysis technology
Hardware

Internet

é

BCopy protection relies on erratase functionality
Removalis possible




Networked DRM Privacy

NE MW HKEGIDRIV

Abétechnol og
inhibits uses of digital
content not desired or
intended by the
content pro

ACombine disc layout,

registration key, code
obfuscation

AOnlineregistration
requirement, often
limits number of
installs

> Restricts usage

Blntended to monitor proper usage

Bln terms ofprivacy:.
1 Unique Machine Identification/User ID
1 Machine Fingerprint
1 Exposes usage over the network

1 Install/Startup: when is user starting a game?
1 Runtime: when is user playing a game?

1 Next big thing: content execution
1 All other security concerns

*Wikipedia



Networked DRM

» E_FAIL Case 1: SPORE
BSecuROMORM

1 Requires online registration on install Space Police )

By kenuty

1 Installation limit d no uninstall tool (3x)
foPhones homeo

B September 2008
1" Most pirated Game ev
1 Available onBitTorrentbefore release
1 downloaded >500,000 times
1 90% 1-Star ratings on Amazon =
1 DRM binaries remain on disc after uninstall Roaty o Gesro conaumers il e, 3 s

and you're dead, (credit to bkarsz logo,check out his

BDecember 2008
1 Uninstall tool released




Networked DRM

» E_[FAIL Case 2: S.TA.L.K.E.R.: Clear Sky
BTAGES DRM
Requires online registration on install
Installation limit (5x)

BDecember 2009
Servers overwhelmed by Steam sale

Most legal installations fail during
the holidays




Networked DRM

» E_FAIL Case 3: Assassins Creed 2
oUbisoftD RM 6
Requires permanent network connection
Reset to checkpoint on disconnect
Tied to user account
Stores saved games in the cloud

March 2010
Authentication server failures
10+hrs offline
Single player users locked out
095% of players wer
Cloud saves often fail
Patched quickly

Resumegameplayafter connection is restored
Local saves are allowed




